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June 13, 2017

The Honorable Sean Sullivan

Chairman

Defense Nuclear Facilities Safety Board
625 Indiana Avenue, NW, Suite 700
Washington, DC 20004

Dear Mr. Chairman:

Enclosed are the deliverables for the fourth quarter milestones of the Department of Energy’s
(DOE) Implementation Plan (IP) responding to the Defense Nuclear Facilities Safety Board
(DNFSB) Recommendation 2015-1, Emergency Preparedness and Response at the Pantex Plant.
Enclosure 1 is the National Nuclear Security Administration (NNSA) Production Office (NPO)
Review Report. The NNSA review included a validation and verification check to ensure that all
IP commitments were met. Enclosure 2 contains the fourth quarter deliverables with an
executive summary that describes, in a constructively critical manner, this quarter’s deliverables
and accomplishments. The most important deliverable accomplished this quarter was revision of
the Emergency Action Level documents that Pantex Plant shift superintendents and managers
use to categorize the type and significance of an emergency, requiring immediate protective
actions to be taken to provide adequate protection of the public, the worker, and the environment,
including site mission.

A number of internal and external assessments were conducted during this quarter to evaluate the
effectiveness of improvements of the Pantex emergency preparedness program and response
capabilities. The results of these assessments and the recent full-scale exercise conducted to
demonstrate such capabilities, affirms our conclusion that Pantex can adequately respond to an
emergency event, however, key elements of the program need to continue to improve. These
elements will be the focus of continued management attention to sustain performance.

We look forward to continued positive interactions with you and your staff. If you have any
questions, please contact me at (865) 576-0752.

Sincerely.
P}(‘.ument/Matter Transmitted Contains
Unclassified Controlled Nuclear
Information. When separated from
. enclosures. this transmittal document is
coffrey L. Beausoleil Unclassified.
Manager
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ENCLOSURE 1

Q. Pantex DNFSB Recommendation 2015-1
.; .;‘ Implementation Plan Milestone Deliverable Review Report
5 NPO Validation and Verification

Fourth Quarter Deliverables

The National Nuclear Security Administration (NNSA) Production Office (NPO) reviewed the
Consolidated Nuclear Security, LLC (CNS) Emergency Services Pantex Implementation Plan (IP)
fourth quarter deliverables in response to the Defense Nuclear Facilities Safety Board (DNFSB)
Recommendation 2015-1, Emergency Preparedness and Response at the Pantex Plant. The review
considered regulatory compliance, quality of the documents, and the intent of the IP.

The fourth quarter deliverables involved CNS publishing the Emergency Action Levels document and
an After Action Report from the Full Scale Exercise, Chaos-17. Federal deliverables were to perform
assessments of drills and exercises to include the contractor’s planning, execution, and evaluation, to
validate and verify the efficacy of CNS deliverables, and to coordinate an independent effectiveness
review of the Pantex Emergency Management (EM) Program to include the contractor and NPO with a
focus on IP actions as an independent verification and validation of effectiveness of all completed
actions and programmatic improvements. The results of these assessments/reviews are attached to
Enclosure 2.

Below is the NNSA verification, validation, and evaluation of the fourth quarter deliverables.
Deliverable — Published Emergency Action Levels (EALS) (Tab 1)

0 DNFSB Recommendation 3.d, IP Milestone: 6.3.4; Implement through the update and
publication of EALSs: 1) changes from the revision of the Hazards Assessment, if applicable, and
2) results of evaluations conducted in the IP.

o0 Commitment — EALs will be revised by CNS and published based on the evaluations of the
Emergency Planning Hazards Assessment (EPHA), and will include information identified
during the revision of the EPHA. In addition, the Emergency Response Organization (ERO) and
Plant Shift Superintendent (PSS) will receive information and training reflective of the revised
EALs. Drills and exercises will be conducted to ensure proficiency and effectiveness.

o Evaluation — The zone-specific EALs were significantly revised since the beginning of the
implementation of the IP. They included delays in declaring protective actions based on
confirmatory reports from the field. They were also developed in a logic diagram format with
imbedded decision points. As part of the IP effort, CNS began researching other EAL schemes
that were effectively used at other sites, in particular, at the Y-12 National Security Complex
(Y-12). As aresult of this effort, the zone- specific EALSs for the Pantex Plant (Pantex) have
been rewritten in a tabular format. The Discretionary and Site Wide EALS remain under
development and will be reformatted in the near future. All EALSs have been assessed and
revised to remove the potential protective actions that could potentially delay the classification
and categorization of emergency events. Training on the use of the revised EALSs has been
performed for PSS and ERO personnel, and the training records are included as evidence of
completion (Tab 1A). The training was taken and assessed by NPO EM personnel with positive
results. CNS performed a drill immediately after every training session, which reinforced the
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training (See Survey/Inspection Report Form [Attachment D] 2017-04-19T12_36_47) (Tab 1B).
Drills have been and will continue to be performed in order to practice the use of the EALS.

In addition, NPO performed an assessment of the EALSs with regard to the commitments in the IP
(See Activity/Observation Report Form, 2017-05-10-EM/DNFSB2015-1-EAL Review) (Tab
1C). No findings were identified. Read below for more information.

Deliverable — Verification/Validation of Closure — After Action Report for Chaos-17 (Tab 2)

o0 DNFSB Recommendation 1.d, IP Milestone: 6.1.4; Evaluate and improve the effectiveness of the
NPO and contractor processes used to critique drills and exercises.

o Commitment — An Emergency Response feedback process will be formalized and documented to
include input from ERO responders, Building Wardens, and Balance of Plant personnel in order
to collect feedback following exercises and for inclusion in the After Action Report.

o Evaluation — As part of the evaluation and improvement effort, CNS committed to incorporate a
process for collecting feedback following exercises and including that feedback in After Action
Reports (AARs). The AAR for the Chaos-17 Full Scale Exercise (FSE) was submitted, as
required, within 30 working days. The AAR for Chaos-17 FSE, conducted on February 22,
2017, identified seven (7) findings and twelve (12) improvement items. NPO verified the
findings have been entered into the CNS Problem Evaluation Request (PER) system for tracking.
The causal analysis and resulting corrective actions are in development.

The Building Warden Program has improved significantly since the Chaos-17 FSE. In February,
it was estimated that 34% of the facilities identified as needing Wardens, approximately 200 did
not have them (PER-2017-0195). As of June 1, approximately 95% of the facilities have
Building Wardens. The use of the Building Warden checklists has also improved. However,
more attention is needed in this area.

It was noted in the NA-41 report from the Readiness Assurance Team on the Conduct, Control,
and Evaluation of Chaos-17 (Tab 2A), that the Pantex Controller/Evaluator team was not self-
critical. The issue of self-criticism has been a recurring theme for not only the EM Department
staff, but also for the support organizations. The importance of being self-critical cannot be
understated. Without a critical evaluation, improvements are not identified and, therefore,
cannot be made. CNS struggles with how to address this problem. Some attempts to improve
this area include stressing the importance during briefings prior to drills and exercises and prior
to hot washes conducted afterwards. Hot wash checklists have been developed and implemented
to try to begin the thought process of how actions could be improved. The new checklists were
used during Chaos-17 and were successful in participants being more self-critical than in the
past. However, during the critique following the exercise, NPO observed teams reporting that all
went well, when in fact, they did not. An example is the medical team who did not report any
problems. However, they did not understand they are responders and did not have to shelter-in-
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place when they had wounded personnel needing medical attention. CNS identified the issues
with the medical team in the AAR and is working to correct them.

Deliverable — Assessment Reports (Tab 3)

o DNFSB Recommendation 1.d, IP Milestones: 6.1.4; Conduct assessment of drills and exercises
to include the contractor’s planning, execution, and evaluation.

o0 Commitment — NNSA will assess drills and exercises conducted by CNS to include planning,
execution, and evaluation. Additionally, NNSA will facilitate an Independent Effectiveness
Review of NNSA oversight and contractor corrective actions as an independent verification and
validation of completed actions from this Implementation Plan.

o Evaluation — NPO conducted, with support from other NNSA technical organizations,
assessments and evaluations of the Pantex EM Program. The technical support was from the
NNSA’s Offices of Safety (NA-51) and of Plans and Policy (NA-41), within the Office of
Emergency Operations (NA-40). These assessments did not result in any findings. However,
numerous areas of improvement were identified. Independent of these assessments, the
Department of Energy (DOE) Office of Enterprise Assessments (EA), conducted a formal
evaluation of the Full Scale Exercise, Chaos-17. The EA final report identified three (3)
findings, fifteen (15) Opportunities for Improvements (OFIs), and one NPO OFI.

e Conduct, Control, and Evaluation of Chaos-17 FSE and AAR (Tab 2A) — The NA-41 report
concludes that Pantex adequately demonstrated the capability to respond and that the exercise
was very challenging. The report also contains many observations and areas needing
improvement, as well as those observations reported by exercise evaluators and Chaos-17
participants. Some of the issues were: planning and execution of off-site field monitoring,
the use of Emergency Management Information Systems (EMInS) to its full capability,
prioritization of strategic objectives, and situational awareness (common operational
understanding) of all responders. No findings or weaknesses were identified. CNS reviewed
the report and included the issues in either Findings or Opportunities for Improvements in the
AAR. NPO will track the causal analysis report/corrective action plan (CAR/CAP)
corrective actions developed resulting from this exercise.

e Assessment of the Pantex Plant 2017 FSE (Tab 3) — The DOE EA evaluated the Chaos-17
FSE. The report determined that, overall, CNS effectively conducted the exercise in
accordance with DOE requirements. EA evaluated the performance of the ERO at the
Operations Center, Tactical Operations Center, Emergency Services Dispatch Center,
Emergency Operations Center (EOC), and the Emergency Public Information and
Consequence Assessment Team (CAT) rooms in the EOC. EA observed noticeable
improvements in several areas since the 2014 EA assessment to include controlled site
evacuation planning, off-site notification and update timeliness, and providing emergency
updates to the next higher emergency management team. The use of EMInS and the CAT
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performance were noted as significantly improved. The off-site field monitoring was noted
as demonstrating the basic concept and is still under initial stages of development.

Areas of improvement noted by EA were in communications and information management,
EALs and protective actions not derived from site-specific EPHAs, and inadequate and
conflicting response procedures. Proficiency with EMInS and its capabilities need to be
further developed, as well as CNS’s information management processes needing
improvement to acquire, record and disseminate timely and accurate event information
among the ERO and off-site response organizations.

During the Chaos-17 FSE, EA noted the emergency response staff properly followed the
EAL, but the outcome resulted in an unnecessary General Emergency classification and large
off-site areas being placed under protective actions. Similar findings were identified by EA
in 2014 and 2015. CNS is working to revise the EALs and associated protective actions to
address the findings and base protective actions on calculations derived from the EPHA.
CNS is currently re-evaluating corrective actions identified in CAR/CAPs developed from
those findings and is re-submitting them for NPO approval.

EA noted that another area of concern is command media. At Pantex, the document
hierarchy is difficult to follow, thereby making it unclear which documents are implementing
procedures. This issue was identified during the review EA performed at Pantex at the
request of NPO. NPO and CNS have discussed this issue along with options for resolution.
The Emergency Management Department follows the same command media structure of
documents and processes as defined by CNS. However, CNS has two separate systems at
Pantex and Y-12 that have not been consolidated. Efforts are underway to consolidate the
document management system into one. When this effort is complete, the Emergency
Management Department (EMD) will adopt the new document management system and
convert their documents over to the new hierarchy. In the interim, EMD is considering
options that would clearly identify the implementing procedures.

NPO performed and requested independent assessments during this quarter. The CNS EMD
areas assessed were EALs, Off-Site Radiation Field Monitoring, Program Administration and
Drills and Exercises. Assessments of NPO were performed by NA-41 in the areas of
Program Administration, Emergency Public Information (EPI), and ERO. The focus of the
assessments was to determine if the intent of the DNFSB Recommendation 2015-1 has been
met in accordance with the IP. The assessments involved reviewing documents, interviewing
personnel and observing activities. Lines of Inquiry (LOIs) were developed from the
comprehensive Criteria, Review, and Approach Documents (CRAD) that includes all 15
elements of DOE Order 151.1C, Comprehensive Emergency Management System.

The EAL assessment (Tab 1C) evaluated LOIs that were based on CRADs modified from the
Categorization and Classification section of the draft CRAD set developed by NA-40.
Additional LOIs were developed specific to the DNFSB IP to determine if the EAL updates
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met the intent of those commitments. The assessment noted the format of the EAL
documents largely follow that of the U.S. Department of Transportation Emergency
Response Guidebook. Extensive work has been completed to better define indicators for
both discretionary and mandatory planned response actions, and new sections have been
created where hazardous material facilities have been grouped into tables in order to more
quickly determine the classification level for protective actions that should be taken.
Training performed on the EALSs included scenarios where the trainees could walk through
the EALS, demonstrating proficiency. The report concluded that significant progress has
been made and the actions taken to date adequately address the concerns raised by the
DNFSB Recommendation 2015-1.

The assessment for the Pantex Off-Site Radiological Field Monitoring (Tab 3A) evaluated
CNS’s capability to conduct monitoring activities during emergency operations. Procedures,
training associated with the procedures, and AARs were reviewed to determine performance
during drills/exercises. The report noted that Pantex has developed, and is maturing, its
capabilities, processes, and procedures to execute off-site field monitoring activities. The
Contingency Response Support Team (CRST) was developed and is comprised of personnel
that have been trained and qualified in radiation and/or chemical response. Even though
Pantex has the trained and qualified personnel, the integration of procedures and processes
for reporting off-site field monitoring results needs improvement. Communication between
the CRST, CAT, and Radiation Safety Department Health Physicist is not defined or
described. This leads to confusion as to roles and responsibilities and reporting
requirements. Eight (8) observations were made as a result of this report. NPO will continue
to monitor the progress of this team and resolution of the issues identified.

The Program Administration and Drill and Exercise Program (Tab 3B) assessment evaluated
recent improvements in the Pantex EMD implemented in response to the DNFSB
Recommendation 2015-1 and the IP actions. The assessment was conducted to determine if
the actions completed by CNS Pantex adequately addressed all identified issues related to
development, conduct, and performance of the site Drills and Exercises. Documents were
reviewed, personnel interviewed and observations of training and the Chaos-17 FSE were
performed. The assessment considered revisions of the EMD Exercise Program,
comprehensive exercise files and scenario materials, Pantex Five-Year Drill and Exercise
Plan, accompanying site and reference documents, and delivery of the site-wide annual
exercise, Chaos-17. The report concluded that the EMD has made strides toward creating a
robust exercise program by incorporating lessons learned which resulted in document
updates and process improvements. A review of the Five-Year Drill and Exercise Plan
showed the frequency and scenario diversity improved, ensuring all program elements are
adequately represented and exercised throughout the life of the plan period. Another
improvement noted was prioritization based on probability and consequence of the event and
complexity of response.
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NPQ’s responsibilities for oversight and implementation in the areas of EPI, ERO, and
Program Administration were assessed by NA-41 (Tab 3C). The assessments did not result
in any Findings. Improvement items included NPO using a common tracking system instead
of a mixture of ePegasus and Sharepoint. Positives included the development and
implementation of an Emergency Management Program procedure (NPO 2.1.8) and the EM
Appendix to the NPO-20 Survey and Self-Assessment Guide. Also, in the past, the NPO
ERO had no depth. Now, the NPO ERO at Pantex is at least three personnel deep in all
positions and all members have been trained and are qualified. During this assessment
period, NPO self-identified a finding in the AAR from Chaos-17 related to notifications to
the Manager and Deputy Manager in the event of an emergency at Pantex. A CAR/CAP has
been developed and corrective actions are being entered into the ePegasus system for
tracking.

The following are deliverables resulting from other quarter commitments or actions;

As reported in the first quarter, the evacuation of off-site special populations and critical
evaluation criteria were highlighted as requiring follow-up in the second quarter. Both tasks
were completed in the second quarter for IP Sections 6.1.4 and 6.3.3.

As reported in the second quarter status report, the AAR for the FPE Urgent Response (FPE
16-3) identified four (4) findings and that the corrective actions would be reviewed and reported
in the third quarter. In reviewing the PER system, as part of the third quarter review, it was
discovered the four findings were not entered in the tracking system. CNS’s EMD self-identified
in PER 2017-0065, dated November 29, 2016, the failure to meet the 30-day requirement to
submit a CAR/CAP for this exercise. A discrepancy was noted during the causal analysis with
regard to a classification office issue that resulted in a potential finding. After discussions, it was
noted that the duties were performed adequately based on Pantex procedures. Therefore the
number of findings was reduced from four (4) to three (3) with NPO’s approval (COR-NPO-20
SS-1.18.2017-715100). The CAR/CAPs have been completed for the findings entered into the
PER system (PER-2017-0155, 0156, and 0157) and two (2) were submitted for NPO approval on
April 26, 2017. The approval is pending NPO review. (Tab 4) In addition, the AAR for the
Office of Secure Transportation (OST) Table Top Exercise (TTX) conducted in the second
quarter was committed to be provided in the third quarter. NPO committed to monitor the
percentage of trained and qualified NPO ERO members on a monthly basis. CNS has submitted
monthly reports to the NPO EM Program Managers for their information of trained and qualified
ERO members to meet this commitment.

As reported in the third quarter status report, the AAR from the OST TTX was provided this
quarter. It did not identify any Findings or Weaknesses. It was committed in this quarter that a
verification of the system used to track Findings or Weaknesses would be performed in the next
quarter, after the Chaos-17 FSE. The AAR from Chaos-17 was provided in the fourth quarter
and the corrective actions validated in the tracking system.
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During this reporting period, there were no further commitments made. NPO will continue to
monitor and assess the progress and effectiveness of the improvements made during this year.
Pantex continues to effectively address DNFSB Recommendation 2015-1 and the IP, creating a

solid EM Program foundation to build on in coming years.
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