The Secretary of Energy
Washington, D C 20585

February 5,2010

TheHonorable John E. Mansfield

Vice Chairman

DefenseNuclear FacilitiesSafety Board
625 IndianaAvenue, NW, Suite 700
Washington, DC 20004-2901

Dear Mr. Vice Chairman:

On September 23,2002, the Defense Nuclear Facilities Safety Board (DNFSB) issued
Recommendation 2002-1, Quality Assurance for Safety Related Software, to the
Department of Energy (Department). Recommendation 2002-1 stated aconcern
regarding the lack of an integrated and effective quality assurance program for safety
softwareand identified several actionsthat the Department needed to take to improve
safety software quality assurance.

The Department submitted the Recommendation 2002-1 Implementation Plan (1P) to the
DNFSB on March 13,2003. TheIP defined the actions and processesthat the
Department would undertake and complete to enhancethe quality of safety software used
by the Department's defense nuclear facilities. Since then, the Department periodically
informed the DNFSB of the completionof variouscommitmentsin thelP. The
commitmentswith completion dates are identified in the enclosed report that describes
the Department's ongoing effort in continuously improving safety software quality
assurance. Thereport also addresses certainissuesrelated to the control, grading, and
use of consensus standardsfor safety softwarein departmental directives. These issues
were noted during the October 15,2009, briefing to the DNFSB on the completion of the
IP commitments.

The DNFSB’s Recommendation 2002-1 has significantly improved saf ety software
quality assurance withinthe Department. The Department will brief the DNFSB on the
safety software quality assurance activitiesas requested, and as part of annua briefings
on the quality assurance program implementation. Theissuesidentified inthe
Recommendation have been addressed, therefore the Department requestsformal closure
of Recommendation 2002-1.
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If you have any questions, please contact me or have your staff contact
Mr. Andrew Lawrence, Director, Office Nuclear Safety, Quality Assurance and
Environment at (202) 586-5680.

Sincerely,

Sy U

Steven Chu
Enclosure
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1.0 Background

The Defense Nuclear Fecilities Safety Board (DNFSB) issued Recommendation 2002-1,
Quality Assurance for Safety-Related Software, on September 23,2002. In that
Recommendeation, the DNFSB recommended that the Department of Energy (DOE or
Department) definespecificresponsibilitiesand authorities for safety software quality
assurance (SSQA), and assign those responsibilitiesand authoritiesto individualswith
the necessary technical expertise. The DNFSB a so recommended that the Department
identify and control design and analysis software, establish specificdirectivesin the area
of SSQA, and implement a continuousimprovement processto maintain and upgrade
software as necessary.

The Department accepted the DNFSB Recommendation on November 21,2002, and
submitted its ImplementationPlan (1P) for Recommendation 2002-1 to the DNFSB on
March13.2003. ThelP defined the actions and urocessesthat would be taken by the
Department to ensure the quality of safety softwareat defensenuclear facilities. Safety
software includes both safety system software and safety analysis and design softwareas
defined inthelP. Actionsoutlined in the I P included:

» Theidentification, documentation and communicationof roles, responsibilities
and authoritiesfor SSQA,;

* Theidentificationof Federal personnel in both Headquartersand the Field who
have responsibility related to safety software along with competency requirements
identified in a Technical Qualification Standard;

An assessment of safety system softwareto determineits current statusand an
assessment of the effectivenessof SSQA programsfor safety analysis and safety
design software;

*  Theidentificationof aset of safety analysis™ Toolbox™ codesthat are commonly
used across the Department, the upgrade of those codesto a prescribed
qualification, and the establishment of a Central Registry to facilitate
mai ntenance, technical support, configuration management, and notification to
usersof problemsand revisionsto these codes;

Theidentification and development of requirementsand guidancefor SSQA
based on existing industry or Federa agency standards; and

= A continuousimprovement processthat includes the identification of SSQA
experts acrossthe Department to facilitate the sharing of information and lessons
learned.

The overall execution of the Department's | P was the responsibility of the Office of
Environment, Safety and Health (EH) and | ater the Office of Health, Safety and Security
(HSS). However, responsibility for implementing software quality assurance rests with
the Officeof Environmental Management (EM) and the National Nuclear Security
Administration (NNSA), and they provided many of the deliverablesassociated with
commitments made within this|P.



2.0 Statusof 2002-1 I mplementation Plan Commitments

Attachment 1 provides a statussummary of the commitmentsmadein theIP, all of which
are complete. Beginning June 20, 2003, periodic briefingswere provided to the DNFSB
and DNFSB staff. EM reported dl of its commitmentsas completed on

September 28, 2005, and NNSA reported dl of its commitmentsas completed on
November 3,2006.

3.0 Activitiesto Ensure Safety Softwar e Quality Assurance Program
Effectiveness

The Department has undertaken multiple initiativesto implement theimprovements
outlined in the I P to ensurethat continued attention is paid to the SSQA processes. Some
examplesof how SSQA has been ingtitutionalizedto date include:
The Officeof Quality AssurancePolicy and Assistance (HS-23) was established
with responsibility for SSQA,;
= TheDOE Federa Quality Council was established to promote quality assurance
(QA) awarenessacrossthe DOE;
The DOE EM/Office of Nuclear Energy/Office of Science Software Quality
Assurance Support Group was established to promotesoftware quality assurance
(SQA) assistanceto Federd staff;
* The Safety Software Expert Working Group wasformed to providetechnical
support for reviewing Toolbox codes,
Qualified SSQA staffing levels haveincreased;
* TheCurrent QA directive DOE O 414.1C, Quality Assuranceisbeing revised to
enhance SSQA requirements;
= Onenew Toolbox codewas added to the Central Registry, and two new code
applicationsare under review; and
The Safety Software Communication Forum is being developed to provide
significant user interactionand enhanced capability and effectivedissemination of
information about safety software usage.

4.0 Review of Provisionsfor Safety Softwarein DOE Directives

In responseto the DNFSB staff comments, the Department reviewed the following four
SSQA issuesasthey pertain to the DOE directives.

4.1  Control of Safety Software Inventory

To ensurethat safety software inventoriesare properly controlled, the
Department plans to clarify existing requirementsin therevison to DOE
Order (O) 414.1C, Attachment 2, Contractor Requirements Document,
Section5.b. (2) and Attachment 5, Safety Software Quality Requirements
for Nuclear Facilities, Section 2.b. (2).



4.2

4.3

44

Thisclarification setsforth an expectation that the site contractors control
any addition, deletion, review, reconciliation, and approval of safety
software in theinventory.

Risk Considerationsin Safety Software Grading Criteria

DOE O 414.1C requires establishing and documenting grading levels for
safety software using a graded approach as defined in the Order which
references 10 Codeof Federal Regulations (CFR) 830 Subpart A, Quality
Assurance. Thegrading levelsare further discussed DOE Guide (G)
414.1-4which definesthreegrading levels (Level A, B or C) for safety
software applicationsbased on software failure and the impact on facility
design and operation. Grading criteriaconsider therisk to thefacility
operation when software failures are postul ated so that site contractorscan
determine and apply the appropriategrading level. The Guideutilizesthe
grading levels and the software types (custom devel oped, configurable,
acquired, utility calculations, and commercia designand analysistools) to
recommend how the SQA work activities are applied. DOE O 414.1C is
being revised to include approval requirements for the grading levels.

Grading Safety Software Quality Assurance Work Activities

SQA work activities are implemented based upon the graded level of the
safety software and the applicablesoftwaretype. DOE G 414.1-4, Safety
Software Guide, Section 5.2, Table 4 provides asummary of the mapping
between saf ety softwaretype, the grading levels, and the ten SQA work
activities. Depending on thegrading level of safety software (Level A, B
or C), all work activities may not be applicablefor a particular typeof
safety software. The Guide indicates when each work activity may
applicable (fully or graded) or omitted. In Table 4, the term “Full” implies
that a full considerationof the applicable provisions of the salected
consensus standard is necessary for the particular SSQA work activity.
Theterm " Grade'” indicates that a graded approachfollowingthecriteria
defined in DOE O 414.1C may be applied for thework activity. Theterm
“n/a” indicatesthat thework activity is not applicable. Sections5.2.1
through 5.2.10 providetherationaleand other considerationsfor applying
the"Full", ""Grade'" or “n/a” designationin Table 4 for each safety
softwaretype and SQA work activity. Applying agraded approach
requires engineering judgment with respect to the levelsof anaysis,
documentationand actions to be applied.

Adoption of a Comprehensive ConsensusStandar d
DOE O 414.1C, Quality Assurance is being revised to incorporatethe

experiencegained in the application of the Order since it wasissued in
June 2005. The provisonsof revisionto DOE O 414.1C promotesthe use



of American Society of Mechanical Engineers NQA-1-2000 or 2008
including appropriateAddenda (or alater edition), Quality Assurance
Requirementsfor Nuclear Facility Application, Rxt | and requirements of
Part II, Subpart 2.7.

5.0 Bassfor Closureof Recommendation 2002-1

The issuesidentified in Recommendation2002-1 have been addressed and the basisto
support closureexists.

* The Department's |P for Recommendation 2002-1 has significantly improved
SSQA;

= Theobjectivesidentified in the |P have been achieved;

All P commitments have been compl eted; and

= SSQA processesare functioning and are driving continuousimprovement.



Attachment 1: Statusof 2002-1 | mplementation Plan Commitments

Number

Commitment

Satus

411

Issuea DOE Noticethat identifies, documents, and
communicatesroles, responsibilities, and authorities
for SQA by organizational element.

Complete. DOE Notice411.1, Safety Software Quality
Assurance Functions, Responsibilities, and Authoritiesfor
Nuclear Facilities and Activitiesissued August 27, 2003.

4.1.2

Establish technical qualification requirementsfor
Federal personnel whose duties and responsibilities
require them to provide assistance, guidance,
direction, oversight, or evaluation of safety software
QA activities.

Complete. Safety Software Quality Assurance Functional Area
Qualification Sandard, DOE-STD-1172-2003 issued in the
Technical StandardsProgramin December 2003.

413

| dentify the Federal positionswhoseduties and
responsi bilitiesrequire them to provide assistance,
guidance, direction, oversight, or evaluation of safety
software QA activities.

Complete. EM list of TQP positions updated to include SQA
was provided to the DNFSB January 29,2004. NNSA list of

TQP positions updated to include SQA was provided to the
DNFSB on December 9,2003.

414

Personnel assigned to SQA positionsachieve

qualification per the requirementsof the Technical
Quadlification Program (TQP).

Complete. EM statusreport of personnel qualifiedto SQA
positionswas provided to DNFSB November 29,2004. NNSA
statusreport of personnel qualified to SQA positions was
provided to the DNFSB on July 25,2005.

415

Revisethe Functions, Responsibilitiesand Authorities
Manual (FRAM) to incorporate Federal responsibility
and authority for SQA.

Complete. FRAM revised to incorporate Federal responsibility

and authority for SQA and provided to the DNFSB on
December 31,2003.

416

Revisethe Headquartersand field e ement Functions,
Responsibilities and Authorities (FRA) documents to
incorporate Federal responsibilitiesand authorities for

SOA.

Complete. EM FRA revised to incorporateFedera
responsibilitiesand authoritiesfor SQA and providedto the
DNFSB on May 6,2004. NNSA FR A revised toincorporate
Federal responsibilitiesand authoritiesfor SQA and provided to
the DNFSB on September 9,2005. Los Alamos Site Office
(LASO) update providedto DNFSB on April 10,2006.




Number

Commitment

Status

4211

Identify the codes used for safety analysisto be part
of the Safety Analysis Code Toolbox.

Complete. |dentified as complete when the Implementation
Plan was issued. Initial list of Sx codesidentified based on
detailed survey conducted by Safety AnaysisSoftwaregroup.
Resultsin report titled Selection of Computer Codesfor DOE
Safety Analysis Applications. Memorandum sent from EH to
EM and NNSA on March 28, 2003, designating Toolbox codes.

4212

Establish SQA criteriafor the safety analysis Toolbox
codes.

Complete. SQA plan and criteriafor the Toolbox codeswere
developed and providedto the DNFSB on September 30,2003,
and are available on Central Registry web siteat
http//www.hss.doe. gov/CS A/CSP/sqa/central registry.htm

4.2.1.3

Perform a gap analysis on the Toolbox codes to
determinethe actionsneeded to bring the code into
compliancewith SQA qualification criteriaand
devel op a schedule with milestonesto upgrade each

code based on the gap analysis results

Complete. Gap analysisreports were developed for the six
Toolbox codesand provided tothe DNFSB on May 12,2004
and are available on Central Registry web siteat

http://www.hss.doe.gov/CSA/CSP/sqa/central registry.htm.

4214

| ssue code-soecific guidance revorts on use of the
"Toolbox™ codesidentifying applicableregimesin
accident analysis, default inputs, and special
conditionsfor use.

Complete. Code-specific guidancereports were devel oped on
the use of safety analysis Toolbox codesidentifying applicable
regimes in accident analysis, default inputs, and specia

1 conditionsfor use. Code guidancereportsfor thesix Toolbox

codes wereprovided to the DNFSB on June 29, 2004, and are
availableon Central Registry web Siteat

http://www.hss.doe. gov/CSA/CSP/sga/central registry.htmn

4215

Conduct a survey of design codes currently in use to
determineif any should beincluded as part of the
Toolbox codes.

Complete. Survey of design codes was conducted and the revort
documenting the survey results was provided to the DNFSB on
January 29, 2004, andis available on Central Registry web site
at https/fwww . hss.doe.gov/CS A/CSP/saa/central registry htm

4.2.2

Establish and implement a Central Registry for the
long-term maintenanceand control of the safety
anaysis Toolbox codes.

Complete. Memorandum from the Deputy Secretary
establishing the Central Registry provided to the DNFSB on
August 29,2003.




Number

Commitment

Status

4.2.31

Develop criteria and guidance for the identification,
selection and assessment of safety system software
and firmware at defense nuclear facilities.

Complete. Criteria review and approach document (CRAD) was
developed for the identification, selection and assessment of
safety system software and firmware at defense nuclear facilities
and was provided to the DNFSB on October 28, 2003,

Available on Central Registry web site at :
http//www.hss.doe.gov/CSA/CSP/sqa/central registry. htm

4232

Establish a schedule to complete the identification,
selection, and assessments of safety system software
and firmware at defense nuclear facilities.

Complete. NNSA schedule of assessments was provided to the
DNFSB on December 22, 2003. EM schedule of assessments
was provided to the DNFSB on January 29, 2004.

4233

Complete the identification, selection, and

assessments of safety system software and firmware at
defense nuclear facilities.

Complete. EM assessments completed and provided to the
DNFSB on December 29, 2004, NNSA assessments completed
and provided to DNFSB on July 28, 2005.

4.2.4.1

Develop criteria and guidance to assess that the
processes in place to ensure that safety software
currently used to support the analysis and design of
defense nuclear facilities are adequate.

Complete. A CRAD was developed to assess that the processes
in place to ensure that safety software currently used to support
the analysis and design of defense nuclear facilities are adequate
and provided to the DNFSB on October 28, 2003. Available on
Central Registry web site at :
http://www.hss.doe.gov/CS A/CSP/saa/central registry.htm

4.2.4.2

Establish a schedule to complete the assessment of the
processes in place to ensure that safety software
currently used to support the analysis and design of
defense nuclear facilities are adequate,

Complete. NNSA schedule of assessments was provided to the
DNFSB on December 22, 2003. EM schedule of assessments
was provided to the DNFSB on January 29, 2004.

4.2.4.3

Complete the assessments of the processes in place to
ensure that safety software currently used to support
the analysis and design of defense nuclear facilities is
adequate,

Complete. EM asscssments completed and provided to DNFSB
October 1, 2004. NNSA assessments completed and provided to
the DNFSB on July 28, 2005.




Number

Commitment

Status

431 | Conductareview to identify theindustry or Federa Complete. Report identifying appropriate industry or Federal
agency standardsthat are appropriatefor DOE safety | agency standardsthat are appropriatefor DOE safety software
software. developed and urovided to the DNFSB on September 30.2003.

Available on Central Registry web siteat
http://www . hss.doe. gov/CSA/CSP/saa/central registrv.htm l
4321 | Establisha scheduleto develop, revise, approve, and . lete. Schedule to develop, revise, approve.  d issue I
issuerequired SQA directives. required SQA directiveswas provided to DNFSB October 31,
2003. Statusreports were provided to the DNFSB on February
28, 2005, and February 26,2008.
4.3.2.2 | Issuerequired SQA directives. Complete. DOE O 414.1C and DOE G 414.1-4 wereissued
June17,2005.

4.3.3 | Headquartersand Field Elementsreview the approved | Complete. EM provided its SQA directivelmplementationPlan
SQA directivesand determinethe actions necessary to | and scheduleto the DNFSB Seutember 28,2005. NNSA
implement the requirements. providedits SQA directivelmplementation Plan and scheduleto

the DNFSB on November 3,2006.

4.4.1 | Establishacorporate QA functionwithin EH that is Complete. DOE O 414.1C revisedto incorporate EH’s QA and
responsibleand accountablefor theidentificationand | SQA roles and responsibilitiesJune 17,2065. TheDNFSB was
resolution of Departmental crosscutting QA issues, notified on June 29,2005.
suchas SQA. |

4.4.2 | ldentify methodsfor capturingand clearly Compfete. Tnformation sharing mechanism for SQA established

communicating SQA lessons|earned, new
technology, innovativetechniques, and areasin
softwaredevel opment in which research and
development is needed to ensure software auality.

and providedto the DNFSB on October 31,2003.




Number

Commitment

Status

443 | Establishrelationshipsand actively participatewith Complete. Report describing relationships with outside groups
outside groups, organizations, companies, and including pointsof- contact provided to the DNFSB on
agenciesthat have an interest in SQA similar to that December 18,2003.
being addressed by thisIP. This participation will
assist the Department in benchmarking, research and
development, and sharing of lessonslearned and new
technologies.

5.2.1 | TheDepartment will providebriefingstotheDNFSB | Complete. Beginning June 20, 2003, periodic briefings have

and DNFSB Staff. These briefingswill include
updates on the status of completing actionsidentified
inthevariousreviewsand assessmentsindicated in
this|P.

been providedto the DNFSB and DNFSB staff. QA and SQA
briefings are now combined.






