Office of Environment, Safety and Health
Support Manual to the
Process Guide for the Identification and Disposition of
Suspect/Counterfeit and Defective Items at
Department of Energy Facilities

Prepared by
U.S. Department of Energy:
Office of Environment, Safety and Health
Office of Corporate Performance Assessment

November 2004

November 2004



Supporting Manual for the Identification and Disposition of S/CI and Defective Items

TABLE OF CONTENTS

Section Page Number
Acronyms

1.0 Introduction

2.0 Support Manual to the EH S/CI Process Guide

3.0  Database Access Instructions and Sample Forms

3.1 Sample Data Collection Sheet

3.2 Final ORPS Report Follow-up

3.3  GIDEP Database Access and Download Process

3.4  Sample GIDEP Utilization Report Statement for S/CI
with potential DOE Impact

3.5  Sample GIDEP Participation Request Form

3.6  INPO Database Access and Download Process

3.7  Sample Lines of Inquiry

3.8  Sample EH-1 Memorandum to PSOs

3.9  Sample Investigation Closeout Package

3.10 Sample List of SME Contacts to Notify of Important Issues

3.11 Sample Distribution List

3.12  S/CI Annual Report Example

2 November 2004



Supporting Manual for the Identification and Disposition of S/CI and Defective Items

ACRONYMS
DCS Data Collection Sheet
DNFSB Defense Nuclear Facilities Safety Board
DOE Department of Energy
EH Office of Environment, Safety and Health
EM Office of Environmental Management
FE Office of Fossil Energy
GC Office of General Counsel
GIDEP Government/Industry Data Exchange Program
HQ Headquarters
1G Inspector General
INPO Institute of Nuclear Power Operations
LO1 Lines of Inquiry
NA National Nuclear Security Administration
NE Office of Nuclear Energy, Science and Technology
NRC Nuclear Regulatory Commission
OA Office of Independent Oversight and Performance Assurance
OE Operating Experience Program
ORPS Occurrence Reporting and Processing System
POC Point of Contact
PSO Program Secretarial Officer
QA Quality Assurance
SC Office of Science
S/CI Suspect or Counterfeit Item
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1.0 INTRODUCTION

In the Deputy Secretary’s March 18, 2003 letter to the Defense Nuclear Facilities Safety Board,
the Assistant Secretary for the Office of Environment, Safety and Health (EH) was assigned
responsibility for identifying, evaluating, monitoring, managing, and resolving crosscutting
safety issues. As part of this effort, EH has assumed responsibility for activities associated with
suspect/counterfeit items (S/Cls) or defective items from the Department of Energy (DOE)
Quality Assurance Working Group (QAWG). This process guide support manual provides
direction to EH on implementing the S/CI and defective item process.

The Office of Corporate Performance Assessment (EH-3) will use the process guide and
supporting manual to collect, screen, disposition, and communicate information on S/CI or
defective items that could potentially impact operations at DOE facilities.

2.0 SUPPORT MATERIAL TO THE EH PROCESS GUIDE

The information contained in this support manual provides instructions on how to access various
databases and examples of documents that EH-3 personnel will be required to develop as part of
their activities in implementing the EH S/CI and defective item process. Example documents

should be modified as required to meet specific needs.

3.0 DATABASE ACCESS INSTRUCTIONS AND SAMPLE FORMS

4 November 2004
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3.1 EH-3 Data Collection Sheet

DEPARTMENT OF ENERGY
OPERATING EXPERIENCE WORKING GROUP
DATA COLLECTION SHEET

ISSUE
CPSC Recall of Light Fixtures
TRACKING NUMBER SOURCE OF ISSUE SOURCE TRACKING NUMBER
DCS 655 GIDEP AAN-U-04-76
(CED 04-01-04)
DESCRIPTION

The following product safety recall was conducted by the firm in cooperation with the Consumer
Product Safety Commission. Consumers should stop using the product immediately unless otherwise
instructed.

Name of Product: High Intensity Discharge (HID) light fixtures with acrylic lenses and/or
reflectors

Units: About 52,600

Manufacturer: Lithonia Lighting, of Conyers, Ga.

Hazard: A component in the light fixture can leak fluid, which can degrade the acrylic lenses and
reflectors, causing them to crack and fall. Falling pieces of acrylic can injure someone below the
fixture.

Incidents/Injuries: Lithonia is aware of 42 incidents where pieces of acrylic fell from fixtures. One
person suffered a laceration on his forehead when a piece of an acrylic lens fell.

Description: These are Indoor HID light fixtures with acrylic lenses and/or reflectors. They are
generally used in industrial and commercial locations such as retail spaces, warehouses, and
gymnasiums. Only certain models of specific wattage lights are included in the recall. Check the
Lithonia Web site for a list of the specific model and wattage combinations included. All recalled
fixtures were manufactured in Crawfordsville, Indiana, and have a date of manufacture from
November 2002 through October 2003. The models, wattages, city and date of manufacture, and
"Lithonia" can be found on a label attached to the ballast housing.

Sold by: Lighting and electrical supply distributor nationwide from November 2002 through
February 2004.

Manufactured In: USA

Remedy: Building owners and managers with recalled fixtures should contact Lithonia to verify that
the fixtures are included in the recall and arrange for a replacement of the fixture or faulty
component. Lithonia and their distributors are directly notifying customers who purchased the
recalled fixtures.

Consumer Contact: Lithonia Lighting 866-345-2294 8am-5pm ET M-F

www lithonia.com/indoorHIDacrylicrecall/

5 November 2004



f S/CI and Defective Items

ion o

t

isposi

Supporting Manual for the Identification and D

S

|
i

L o

i
i

G

OE GROUP ACTION

0

7

<

%

e

e

=
-
=
.
S
i

Item

1ve

Post on S/C-DI website as a defect

Potential DOE applicability —

DATE

04-21-04

November 2004



Supporting Manual for the Identification and Disposition of S/CI and Defective Items

3.2 Final ORPS Report Follow-up

An important aspect of determining the significance of ORPS related S/CI or defective items
starts when the initial ORPS event is researched. Many times the initial report indicates that
additional work is being conducted by any of a variety of organizations. This may have an
impact on how EH-3 will disposition the item. Where such follow-up work is indicated, EH-3
will flag the item for follow-up. The Non-Routine To-Do List located on the EH-3 “O” drive at
0:\0A EH-3 and historical QAWG\Follow-up SCDI\SCDI To Do List shall be updated to
indicate that follow-up is needed.

In order to assure that significant events are acted upon in a timely manner, EH-3 shall conduct
routine searches in ORPS to determine whether any final reports have been issued for items
flagged for follow-up. The following search process has been developed for this purpose:

1. Type in the Boolean Logic Box: (14 or 17) and 35

2. Hit Refine

3. Inbox 14, under Nature of Occurrence, select: Search RC Only. Under Reporting Criteria,
select 4C(1), 4C(2), and 4C(3).4. In box 17, under HQ Keyword Before 2003, select: Search
New HQ Keywords Only. Under HQ Keyword On/After 2003, select 11E and 11H.

4. Inbox 35, select >/= to your date.

5. Hit Finished Searching.

In order to keep track of the final ORPS reports identified during the routine searches, EH-3 shall
download “html” ORPS query to the EH-3 “O” drive at 0:\QA EFH-3 and historical
OAWG\ORPS-OBITT Searches\Final ORPS report updates. This will assist in maintaining a
record of the work conducted, allow for future viewing to assist in analysis, and provide an easy
source to access when compiling information for the annual S/CI report.

7 November 2004
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3.3 GIDEP Access and Data Download Process

1. As with ORPS, access to this website requires a User ID and password which are
obtained through GIDEP that are active for a 6 month period. Users are notified when
the 6 month date is approaching and to change their password within approximately 30
days of expiration.

2. Section 3.4 contains the forms users need to fill out and submit to GIDEP at (FAX) 909-
273-5200 to obtain a User ID and password.

3. Information on how to join is located at the Internet website: http://www.gidep.org/.

4. Approximately twice weekly, the EH-3 OE Group logs on (Slide 0) and accesses the
GIDEP database by selecting “Enter Now” (Slide 1 below) and then “Search Database”
(Slide 2 below) at: http://members.gidep.org/gidep.htm . While there are many issues
involving defective items posted on this website, S/CI events are rarely observed.
Slide 0

o

Connect to members.gidep.org

GIDEP Database UserlD/Password

User name: € uwz003 v
Password: Joccecensl
Remember my password

[ OK ] { Cancel

8 November 2004
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_Slide 1
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S. Relevant S/CI and defective item information can be accessed from the “GIDEP
Database” by selecting “Advanced Ssearch” (Slide 3). Within this database, “Failure
Experience:” (Slide 4) should be selected.

@Beck MR xxi 13} f;.' J)‘ESearch ‘*;‘f’;"Favontes Q!;‘Media 45}% O

Ahdieis «,ﬁ“) th:!!g@dﬁud&ta\Qidep.orgicgrbinjmcqifpasstry o - o V*@Go

File Edt  View Fgvorites ook  Help i

Gl D E ﬁ:{l{{hm‘

GIDEP Quick Search

HOTE: & search value that contains a dash or hyphen should be enclosed by ()" eg {4114107-1}.

[ Search | OR ("ONTINUE TO | Advanced Sserch |

DEFIMNITIONS

Distribution Policy

The following is taken from Chapter 1 (Section 1.11) of the GIDEF Overations Manual

Information distnbuted by GIDEP may contain technical data whose exportis restneted by Arms Export Act (Title 22, USC Sec. 2751 Ex Seq) or Executive
Order 12470, GIDEP wformation is provided to GIDEP participants and users on a prvileged basis for dissemination and unlizaton within their orgarzations,
Diistribution ts not authorized nutside of the partivipant's organization. All materials distabuted by GIDEP are government Rurnshed matenals (GEFM) andd must te
controlled as such Current matenials must be returned to the GIDEP Operations Center, P. 0. Box 8000, Corona, CA, 92878-8000 upon request. & current kst
of materals 15 available from the GIDEP Operations Center

(SIDEP materials or dotuments may not be released to the news meidia, in whale or in part, without the approval of the GIT/EP Program Manager and the

T

& none B Inkernet
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Slide 4
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Slide S
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7. Next, select the desired period of time for the posted events during that timeframe (Slide
6). Then review the posted GIDEP events for S/CI or defective item occurrences.

Slie

o,

Ede  Edt  Wew Favortes Jools  Help

2 GlD_Eé Failure Exbgr nce Search - Microsoft

@ flack v g 31(] ,’,?} ; 3 - Search / Favorites &3" Media »-5‘* B
AsikE g‘:s Pkiﬁ:f}gidcpvdatsigwdeu,c.rg,q’cdbm/uncgi]searchx wieed Go s M
G l E El database
“N - . L] .
Failure Experience Report
You have selected 1o search on the following:
Computer Entry Date
Use the left set of boxes for single entnies, and both sets ONLY for the "BETWEEN" option
BETWEEN ~ |26 v i MAY v /2004 v AND
29 v I MAY v EI -
[ Submit Query ”F\eset |
DEFINITIONS
»iﬁﬂme @ kternet
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8. Download each of the relevant S/CI and defective item (Slide 7) as individual files onto
the “O” drive at O:\QA EH-3 and historical QAWG\GIDEP searches\EH-3 GIDEP
searches May 2003 and after,

Slide 7 ) -

Results - Microsoft Internet Explorer provided by eXCITE

Fle Edt  yisw Favorkes  Jools  Help &
@Back M x] ;‘,I 4 ot Search U Favorites Q&"Media L2 I TN "
Sgdess Ak} brepifjgidep-data ghdep.or gfegi-binfuncaijssarch2_eny vl h“j Go e 7

Gl D E ﬁnfﬁ&ﬂﬁe |

Failure Experience Report Results

To wiew document textimages, click on hyperteat link (document number). To collect infermation from each document, use indivdual checkboxes, and then chick
o the Sudmit button
DISTRIBUTION POLICY

Query:
COMPUTER ENTRY DATE EETWEEN 04/26/2004 AND 0472972004 AND DOCUMENT DESIGHATOR = 'AMN'VAL'LL,PASA

DEFINITIONS
{ Submit Cuery | [ Reset '
You found 14 recordis
Dacument
Dozwwent Number ¢ DD hare CEDate Title
ml’i%—l.—CH*D?.A AL 29~APR-2004 29-3PR-2003 TRANSISTCR, TO-18 DEVICES, IMNXDEQUATE BOND WIRE DRESS
UAA)J~U—O‘1—95 AN 29-kPR-E004 g9-APR-2004 NRC INFORNATION NOTICE 200G4-0%: CORRCGSION OF STEEL CCNTAINMENT Ar
DLL»UwO‘l-llS LL 27-APR-2004 29-APR-3004 VOLTAGE APPLIED TO CASE OF LEAKAGE TESTER BY AZTEC BATTERY CHARGE
eL-u-Da-~114 L 27-APR-Z004 29-APR-2004 CLOSING CALIBRATIONS NOT PERFORMED FOR METE BEING INACTIVATED
{(JLL-u-04-113 LL 27-APR-2004 29-APR~2004 OUTDATED DOCUMENT RETHIEVEDR USING & WER BROWSER
[Jaan-y~ne-94 AN 28~APR-2004 29~AFR-2004 NRC INFORMATION NOTICE 2004-08: REAUTOR TOOLANT FRESSURE BOUNDARY Y
< >
&fDune ® Interet
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9. Following the download of the GIDEP S/CI or defective item, log off the system and
select the “Utilization Report” portion of the website (Slide 8) if at least one individual
GIDEP event was accessed during the session.

Slide8

43 GIDEP Database Actess -
Fle Edt yiew Fgeortes  Jools  Help

3 * } Gag o tes 1 i . e S
R g o Search e Favarites Qéf Meda 4% | i )

. »
b

i i?:ipr;!lgsdﬁpﬁ:tamﬂtﬁ.orgﬂirxkjdatabase ) S o Vi 4 Go

sent-Industry Data txchange Program

MOTICE: You must be aregistered GIDEP panicipant to access his site. If you
are nat a registered paricipant exil novd
This U.S. Guvernment System is subject to monitoring.

; : . m Search Database
? Roster On-lire
$b  usizaion (PURS)
z Urgent Data Request
¢ Official Business

4 Singk Part Search

Change
Passward @

i) Dine P Interret
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10. If the event accessed did not contain relevant S/CI or defective item information that will
be discussed at the daily OE Group meeting, then fill out a “no impact report.”

11. If the event does contain relevant S/CI or defective item information that will be
discussed at the daily OE Group meeting, then fill out a, “Impact Report” for that event.
Section 3.4 contains a sample statement that can be inserted into the explanation section
of the impact report. Also, check off and fill out an estimated cost savings, where
designated, for $1000 and then submit the report.

12. This process must be repeated for each GIDEP event that is accessed. While these
reports need to be filled out before the end of the fiscal year, it is encouraged that the
process be followed during each access session so that the report load is not over
burdensome and to prevent the possibility of forgetting to complete the reports at a later
date. The EH-3 lead for GIDEP will review draft GIDEP utilization reports, and approve
and submit them to GIDEP electronically (Figures 9 and 10). Failure to complete the
reports will eventually result in GIDEP database access denial.

Figure 9

23 GIDIP Utilization Reporis Required from Orpanization: UW2 - Microsolt internet Explorer provided hy eXCITE ‘

File  Edit  Wew Favories Yool Help
u Back <« ¢ ; o Bearch ¥ Favorites ﬁﬁ&" Mediy e‘}f‘ AR A
Suidre s Lk ! hittps figidep-data. gidep, crgfpursipurs _open_ain i=aH BB 23374cB8a46 1f 20087 7daa 3e 5861 =1
_ Required Reports | Submined Reporss | GIDEP Database | Relp | Log:On
Participant Utilization Reporting System
; : Required Regorts:
UW2 has 4 documents that now require Utilization Reports (¢ Select List Uption:
Working). « Drafts await your finai review and submintal, Click a | Show Al ¥
column heading 1o sort the list.
Iori![l)l zul Document Tile Access  Modmpadt inpactBenefit  Acgessed
Document Document Title -
Humle Date Repont Repunt By i#]
ant g ar | CPSC, FLUKE CORP ANNOUNDE REDALL OF ELECTRICAL TESTING e o MARKE
AANUDLOE Tl L 06-MAY-2004 RenewDiafl (e
FILA04028  TRANSISTOR, T0-18 DEVICES, INADEQUATE BOND WIRE DRESS 06-MAY-2004 Resiew Dra ’;‘é‘ﬁr‘bﬁ
ciee  NRCINFORMATION NOTICE 2004-09. CORROSION OF STEEL CONTAINIKENT AND v T o MARK. E
SENUDESR . ouTANMENT LINER E-MAY-2004 Revigy Dua PETTS
c  YOLTAGE APPUED TO CASE OF LEAVAGE TESTER BY AZTEC BATTERY . . MaRIK E
LLUDB4A-115 CHARGER 06-MAY-2004 Revigw Diaft PETTS
{ ANY OTHER UNLISTED BOCUKENT 4 : Blank Eorrn Blank Fomn U Any User’)
Requued Repong | Submited Repors | SIOER Database | Help | Lowiut
Questions? Send e-mail 1o Yiilizationggidep gig or call the GIDEP Help Desk: (909 2734677
&} Done W Ireener
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view Faeorites  Took  Help &
VL B T - :
aitiross 48] bttpt/fgkdep-daka.gidep.crgloursfours benefit_formn,plsi=adfSGFE33)4CBBs46 120027 M aad:Stek=310701 Teipdee e ?
Requied Reponts | Submilted Reports | GIDER Databaze | Help | Log-Oul o
GIDEP Impact/Benefit Utilization Report Statas: Editable
Refarence Number. Uyy2001-2004-00082 Diaft - Sinve 05-MAY-2004

NOTE: flsms marked wilh * are Requirsd before Submiting Report

Utlization Type: Datrhase Acoess
Avcessed by UWZOUT (MARK E. PETTS)  Date Accessad: D6 HAY-2004
GIDEP Document Rumber: AAHA04.96
Docmuent Tie: CPSC, FLUKE CORP. AHNOURCE RECALL OF ELECTRICAL TESTING COMPUOHENTS

" Describe below how you benefited friom this document:
‘The impact associated with capturing thig GIDEP report was that potentially *
imignificant quality assurance igsues wers identified thst might stfecc the
ieffectiveness and safaty of opsrations at DOE facvilitvies. Thix informaticon wag
forwarded to relevant UOE perasannel to vead and taks correcrive action, whervre
iappropriacte. The savings of chiz exercise 18 that ong person was perfofwing the
jwork to avold duplication of effort by upwards of 100 persons in our fisld
io::{xce:. The efforr included reading all of the GIDEP Database tities during a >

Benefit Line itdm 1

* Proyram Affected: _Dép‘l o Energy o Beneliting Agencyis):
Past-Medel Number: ) Lt adminsagmee: Depanment ol Energy .

Equipment Name: o » ‘ CaOttice: | . ‘ v

*Expenditie Aadd Atachmentish §1.000 : Add New Aachiment:

Prevention: of entet tital: : i —Belect— -
| Reswet || Save Repart Do Not Subsnit Vet || SubmitFepod |
| Add Mew Benefi Line ftem 11 Canvert o No-lmpact Fiepot | Retrn o User ior Re-wok |
v
7§ Dare ‘ & W Intarret

33 GIDEP Access and Data Download Process (continued)

12. The DCS shall be maintained at O:\EH-3\QA EH-3and historical QAWG\Data
Collection Sheets.

13. Section 3.1 contains a sample DCS.

14. The GIDEP Help Desk (909-273-4677) can answer questions regarding authorizations
and access.
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34 Sample GIDEP Utilization Report Statement for S/CI with potential DOE Impact

The impact associated with capturing this GIDEP report was that potentially significant quality
assurance issues were identified that might affect the effectiveness and safety of operations at
DOE facilities. This information was forwarded to relevant DOE personnel to read and take
corrective action, where appropriate. The savings of this exercise is that one person was
performing the work to avoid duplication of effort by upwards of 100 persons in our field
offices. The effort included reading all of the GIDEP Database titles during a given time period,
opening up and reading all reports that appeared to have potential quality assurance significance,
capturing the relevant information from the reports deemed significant, and providing the
information to the DOE EH-3 for distribution to appropriate personnel at our field offices.

Estimated cost savings — total time spent for the report 1s about 15 minutes from initial look at
the title to providing the information for distribution. The average hourly rate for the employees
is about $40. Hence, 0.25 hours x $40 = $10/employee/event x 100 employees = $1000 saved
for this report.
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Sample GIDEP Participation Request Form

GIDEP PARTICIPATION REQUEST

We hereby request participation in GTDEP and agree to abide by the GIDEP Participation Reguirements
shown below,

The company/activity official authorizing participation is:

Name:
Title:

Signature:
Phone:
Owr U. 8. government coniract number(s) is/are:

Our Commercial and Government Entity (CAGE) code i I::] D I:] D D

Qur appointed GIDEP Representative will be:

Name (Last, First, M.1.)

Job Tide:

Activity/Cotnpany:

Mailing Address:

Resprvad for Offies Use

[ GmEP Opuratois Cartar
Approvd Ot

City, State, Zip

Nature of Business:

Telephone number: ()
FAX nurnber: ( )
E-mail Address:

Note! This application may be stered electronically and the scanned signature will be treated as an eriginal signature,
Send this form together with atleast one GIDEP User Authorization form te;
GIDEP Operations Center, P. O. Box 8000 Corona, CA 92878-8000 Or FAX: (909) 273-3200

GIDEP PARTICIPATION REQUIREMENTS

BLIGIBILITY  Quly the folkasing types of sctivities sre sligitde for HDEP pardci pation

Anl S Guvarmnent ageney

Anageney of the Canadian Diepartiment of Iational Defence

ABTL S o Canadian business caganization that direcly of iufirsctly provides equipreent, material of services under U 3. of Canadian graermment coutra
Aliensed U 3. pubhic wtlities counpany.

ae o

TERMS AND CONDITIONS OIDEP 1nftamation & provded nn e privegedivas. Faricipants st agien 1o the following terns and conditinng

Dicarmitation and wibzation of GIDER infunmation 13 luwitsd 1o paitiaipantz

CHDEP partisipink must zafegnstd GIDEP data in secvodines with the Secwnity and Tuchnclogy Transfer restziclions of the U. &, O vearanent

CIDEP patcipants must oblain pes a1 f1orn e docursent eaglator of the T DER Progrann Mandger Pt ko telesing infoimahan K v patid pant
CADEP panticipants roust contrad decees to the JIDEF WEE databaze

CADEP paticipants maust follow the Tnfuzestion Sewurity Plicy shown an GIDBF User Authatization fong

OIDEP participants seust refarn GIDEP natenials if partivipation iz enoinased

e e o

REQUIREMENTS  The fallowing tequirerasn ts apply 10 all eligibde participands. The participabing ac sty raast:

indisate Primary Areas of Interes! on OIDEP User Authrization fom

Supger! and promate the HIDEP mizzics,

Desigrate, in wiiting, 3 NOBP Reprezentative and perrang that will be wring the GIDEP database
Establish in-howe procedures for wtilizativ of ATEF

Subrait doe wrnentz For inclugon in the HDEP Jatsbuze

Subwmit an Uteation Repoxt uptn using information o al least anually

- e

COST  Farticipants are respransible for ibeir own in-honse eosts, including labor, equipmsit, and Tntemet access andr phone (edem)
FOLICIES ANDPROCEDURES  The abuve patcmbon requit ements ate @aztpted from the MDEP Doorations Muoual

(GO
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3.5

Supporting Manual for the Identification and Disposition of S/CI and Defective Items

Sample GIDEP User Authorization Form (continued)

GIDEP USER AUTHORIZATION Resexved for Offsee Use

{OME FORM IS REQUARED FOR A CH GIDEP DATABASE USER) Omly
AUTOMA TED

By signing this authorization I certify, as a authorized GIDEP official business user, that I: s e

o0, TA Mf SECURITY
1. Have read and understand the Information Security Policy below dated 2 August 1999, umw;m”n)
DRME
TATE:
2. Agree to comply with the terms and conditions of the Policy shown below.
1. USEK NAME (TYFE OR FRINT): 2. DEPT/MS: 3. PHONE:
( )
4. Job Title City of Birthi (for sennrity ves) 5 E-MAIL ADDRESS
6. SIGNATURE: 7. ORGANIZATION: §. PARTICIPANT CODE:
(if assigned)

9. PRIMARY ARIA(s) OF INTEREST: (Select ail that apply.)

(J Engineering Data (J Failure Experience Data O Reliability Maintainability

{0 Metrology Data O Product Information Data  (DMS/MS) Data

10. HOW DID YOU HEAR ABOUT GIDEP? (Select all that apply.)

O Word Wide Web {J Exhibit/Show 0O Clinie . {Year)

O GIDEP Representative O GIDEP Workshop {Year / Location)

O Contactor O Other

This Parl Musi Be Completed ¥y the GIDEP Representative

1 support, as the GIDEP REPRESENTATIVE, the policies and procedures stated in the INFORMATION SECURITY POLICY, [ will
notify the GIDEP OPERATIONS CENTER if THE ABOVE GIDEP USER no longer requires access to the GIDEP databases. This
application may be stored electronically and the scanned signature will be treated as an original signature,

22, GIDEFP REPRESENTATIVE (TYFE CR FKRINMT): 2% DATE:

24, SIGNATURE

INFORMATION SECURITY POLICY
2 August 1999

ing datubases where communication is

Purpose: To male knovn general Amonated Information Systems (AIS) sseurity guidelines for acee
via approved lnternet web or modenito U. 8, Government (MAVY ) compnter systems.

Sceper  Thess procedures set forth the basic AIS security protovel for signing-on, signing-off and genvral use of the host computer system.
Thess seonrity guidelines comply with DoD Manual $220.22M and OPNAVINST $239.1A. Access to GIDEP information is eontralled thengh a
saries of good operating precticss and privileged passwords azsigned to authorizge ussrs. Misuse of pasewords and ths accecs obtained by their usags
can tesult in danial of further GIDEP usage snd possible punalties under 18 UST 1908 und other applicable statutery regulations.

Password Control The GIDEF repregentativs for sach participating activity will submit « GIDEF USER AUTHORIZATIOM (GUAJ form for
each user to the GIDEP Opsrations Canter. The GIDEER Operationg Canter will issue & tempotary pasewerd for each naw usar identified on the
GUA. This password s valid for a period of fifteen (15) days and must ba changed by the user before accnssing the GIDER databass, The
ord ghould be changed at thrae o six month intsrvale, bat no longer than six months, or anytime actual or suspected comptomise of the
paseword has cocurred.

When the uzer resigns, has been terminated, trancters, or has no further authorized use for hissher passwords, immediately notifisd the GIDEP
Oparations Center Help Desk by ¢-mail (gidep @gidep coronanavy mil) or Fhone (209) 273-4677.

De NOT share your passwords, Youare regponsible for all activity inititated undsy your passwerd.
Do NGT lsave the computer unattended when logged on to GIDEP. Tenminate web access when a session i complsted.

Ruport suspectad tanpenng or cecurity violations to the company seewity personnsl and the GIDEF Operations Center, $lop processing data
until the system can be checked

Data Maragement Do not precess chsstfied ifeomelion Protec) all GIDER infeqmston (hatd copy and elbotronic media) frot0 waubosized disckswee, 1 i doubd about proper
security procedures, pleage contust your seoutity manager and/or the GIDEP Operations Center for farther wssistance or information,
(MBS
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3.6

INPO Access and Data Download Process

1. Each EH-3 INPO user can access the INPO website
(http://www.inpo.org/inpo/HomePage.asp) from their personnel work computer following

wWiRWLINpOo. org

Password: | m

Remember my password

User name: €} inpo1{DOE0Z v

[ oK ] [ Cancel

2. Enter the User name and password. Obtain both from Earl Carnes, EH (301-903-5255).
Earl changes the logon password every 6 months.

3. Select “Nuclear Network 7

a INBG Horme Page - Microsaf Infernet Explarer pmvméd by eme ¢
Bl fdt

(J gk v

Favatites

Yow

! s ard v 5 F e - i
[, Cseach o0 Favaes R tmds 7

Searth

| Opesating Expecicace
Analysis
Muctear Hetwork®

Consalidated Dats Entey

Insmme of Nuclear Powsr Bperalion

o2 iy safety aud perkzoma,

EPIXMPRUS Repants

Mangng ,.IL,H. SHERBAE

Plant fvaluations

Your passveord vall axpirs in S0 duya, Click HEKE te
Organizational change your pazsynrd.
tffectiveness

This paga ik 1358 piatad 06 /1022004
Safety Culture WY, Radilation Area
Work, Rew, 3

Aetredation & Traning . -
ant Mapage e Vs esfdeut

Assistance Wotkshop OE Hiclew Digest -

Operations g sroai W
fssuas of

Maintenance Recently Revisad ITs

Enginecring ~Eyst Handling Rav 2

Coneern %
- Qiving Adivilies, Bew, 3 i
Materials ~Radiatizn Ata g Wok Fore 3

- Hak Padisie Wok Ausd, By
Chemistry [T snos Jt’.’) n‘Tu:

Radsologicsl Protection

Opsrating
Risk-dnfonned Operatioual Declsion Expenence
Matagement Cautse

Human Pertsrmance ReEs ijg nwe —
£504 o

Emergency Prepaiedness

Bassg
Outage and Wark %
Vissed Head

Monngement ot Roll, Apiit 2004 Deyradation S

Four Hadioral Acadetny 1ot Nuclesr Trarang »
Infarmating Vechnology Protessionat davelpiiect SRl were reantiy Basources & 1)

b. S Perforinsnce
indicators

_Loaned fmployee Program _ SUSITEERTEUTITE BUNTT G

P internet
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Bde  Edt  Wew Favortes  Touls  Help
t\.} Back ~ - Favorites Qﬁ“ Media 6‘-‘ § Ao il
v ks 7
Viewing i »
quirements
Operating Experience
four pagseard will axpire in 80 days. Click HERE to shange youwr
Aunslysis pagsvard
Nuclear Hetwork®
Consolidsted Data Entry
EPICHPRDS Reports ,ﬂ l
Plamt Evaluations nuc ear‘
Organizational network
Effectiveness
Safety Culture
Accreditation & Trainin;
4 E What's New m Search Newsyraups
Assistonce
Operations g:ﬂ;{t SERs, SENs, E Covrdinators Comes
Maintenance
Enginvering E Tachinical Exchange PO Web 1D
Post Message Request Form
Materials
. Downlead New Ruclear Networh®
Chemistry Messages Hanual
Radiclogical Protecti . -
ological Protection OF & NRC el Dosk
Emergency Preparedness Event Extract E I es
Human Performance N
Daily Plant E Ewergency Hotline
Outage and Work Status Reports nergency Hotine
Management
informatian Technolagy E Secure E-mail E Usage Statistis
V. §. Performance Using Huclea
tndicators Metwork®
=
@O internst
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5. Select “Plant Event Reports” which are operating experience reports posted daily as they
are reported by industry nuclear plants.

'Ei Technical Exchange - Micrasoft Internet Explorey pkwide_d_ by eXCITE
Fle Edt  ¥iew Favorites Jools  Heb

@ Back ~ 2 xi

; gj htp:f s iopo.org/nnda) TechnicsiExchange/ TechExDir asp

Sy g Sewch \&f};‘ Favorites Q:?"Media £ [ I i B

TEGHNIGAL
EXCHANGE

The Technical Information Exchange categories provids a watldwids forum for sharing technical and general plant operating experience infarrmation by posting
guestions, answers, and informational messages. Click on = category below, and additional categories will be displayed for selection. Thick hera or on tha globe &
beside each category for guidance on the types of infformation that should be exchanged in the techrical information exchange calegories Additonally, each
category guideling provides a recommended distribution 1o help ensure that messages are i9sued 1o all apphicable plant groups

OE Repoit Guidance

To post a test message glick hers OE Report Formatter

Analvais

£ llf—:ffll;lly

Computer Technology
Caorrective Action Prograrms
Caily Plant Status (NRC)Y
Emergensy Preparednass

Enginesring Processes

How to use the OE Formatter

Crid:Mudlear Plant Interface
Human Pertormance

Human Resources

Industrial Safety and Medical

Juq m Tune Qperating Experisnce

Il amfendnw Processes

Meeling Information

QE Report Checklist

Planmm and Scheduling
surerment
Radxangr Praotection
Ralisuafl,v@vmtg
Records b emernt
el h \ra orts
Securlry
Self-Assesarment

Engineering Programs Qperations Training
Equipment Peformance QE Brograms
Fire Protection Plant Event Repons v

© Internst
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6. Select “Plant Events Reports: Operating bxperlence Reports ”

Technical Exchange - Microsoft Internet Explorer provided by eXCITE . _
File Edt  Yew Favoites  Tools  Help 4

@am T éxj ”31 e Sewh Y Favorkes ﬁ@"w&a g - B oo

£ hitp: ]/www inpo, utg]nnmlrechmcalﬁnhange;Tz':LhEtOu aspAFlant o ZUEvent % 20R aports ‘ BRI Go il M

“Plant Event RepoIts 2
ﬁ Plant gvem Repatts Operating Experience Rggon«x

G E&mﬂgnuﬁm;gﬁ_
& Plant Event Reports SOER
& Plant Event Reports SEN
& Quanerdy S0 and SR Repants Archive
Procurement
& Proguremant Dommerciel Dedicabion
& Procurement General
& Proowement Pats
Radiation Protection
jation Protection.C iration, Gontrol
& Radiahon Frtection Dosinetry
& Radiation Protection. General
€ Badisbion Protection Instiumentalion
& Radiation Prolycuan Personnel Exposure
& iation Protection Radiological Eflugnts

Radioactive Waste
& Radivactive Waste Gengra
Records Management
& Records Mangaement nent Retrisval
& Rucods Management General
& Reconds Manadement Procedurs Management

Regulatory Reporfs

TR

£i B Internet
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7. Access individual reports of interest and download onto the “O” drive at O:\EH-3\QA
EH-3 and historical QAWG\Data Collection Sheets.

inpo.p!aﬁ!éven(reparts.ohéra!ingcxhcriencerehar(a - Microsoft Dutloak Nevmeddér_
Fle Edt View Tooks Message  Hep

Qi = . P

Addresses Hewsgroups  Headers

: Folders ‘ X i Sent - ~

Outlock Wewsreater OE18334 - An Employee Receiving an Electric Shock while Racking in the Source Range Drawer 5/10/2004 4
€3 Local Folders 0E18119 - RCS Cokd Leg RTDs ULinexpectedly Fatled 5/18/2004 3
(:f‘ NNTR DELIB333 - Safety System Unavailability Accrued During Solid State Protection System Testing Not 1. $/10/2004 1:
Kj inpu.planteventreports.operatingexperiencereports ;0£18332 - Foliow up to DE 17853 (Probable Cause) - Service Air Control Cabinet Relay Failure Causes...  5/16/2004 1
OE18331 - OEM design flaw caused an apparent low oil pressure at pressure switch 5/10/2004 1

OE18330 - Single Point Failure Yulnerability Tdeatified Within The Pre-Coat System S/1072004 1

OE18329 - Lack of Secondary Retention Device in Bulterfly Yalves Results in Excessive Leakage 5/10/2004 t

D£18328 - Radiation Detector May Mot Alarm When Mispositioned 5/10/2004 1

OF18327 - Battery Charger Age-Related Fuse Failure §/7/2004 311

OF 18326 - Increase in Reactor Feed Pump Seal Leakage 5/1/2004 2:0
DELIB3ZS - Inadvertent Start of Emergency Diesef Generatar 5/1/2004 2:0

OELB324 - Reactor Coolant System Activity Reduced Significantly buring Refueling Dutage 57172004 1:1

OE18323 - Gust O Wind Unexpectedly Ratates Large Free-Wheeling Cooling Tower Fan Slade Assem... 57772004 321
OE18322 - £MI Spiking of Steam Generator Wide Range Leve! Input §/77/2004 4
0€18321 - Monthly radiological effluent release report did not indude curies of tritium from a 2/29/..  §/7/2004 7:3

OE18320 - Reactor "Under-the-Head" Inspection -- Lessons Learned 5/6/2004 321

0E18313 - D11 Emergency Diese] Generator (EDG) Brush Holders found Loose in Rotational Direction...  $/6/2004 3:1

OE1B8318 - Follow-up to OE1 7955 ~ Fuel Line Leak on Emergency Diesel Generator 5/6/2004 2:5

OE18317 - Reactor Coolant Pump Dil Leakage 5/6/2004 2:5

UE18316 - Preliminary - Outside Diameter Circumierential Crack Indications Detected in Steam Gen...  5/6/2004 2:2
O£18315 - Operator actions for detection and mitigation of internal flooding events were not perfor..  5/6/2004 2:1
OE18314 - Impairment of anion resin sulfate kinetics foflowing condenser hydro with Ruorescein dye  5/6/2004 2:1

0E£18313 - Restricted Equipment Used in Salety Related Service. §/6/2004 10
O€18312 - Emergency Diesel Generator Declared Inoperahbie Due to NBD211 Lackout $/6/2004 8:1
OE18311 ~ Missed and Ineffective Raw Water Macro-Fouling Treatments 5/5/2004 1:1
OE18310 - Incorrect Boron Value Determined at FNP During Low Power Physics Testing §/5/2004 10;
DE18309 - Unable to Isolate a Reactor Feed Pump to Perform On-line Maintenance S5/5/2004 10:
OE18308 - Division 2 Emergency Diesef Generator Exhibited a Spurious Alarm Caused by a Leaking ¥i... 5/5/2004 10;
DE1B30F - Follow-up to DE1T598, Fuel Fallure Inspection Results §75/2004 10 v
P AR e e cm e e R
From: To:

< ». ] Subject:

15008 message(s), 16008 unvead 5 Working Orline

8. Logoff the INPO website.
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3.7 Sample Lines of Inquiry

The investigation should address the following lines of inquiry to determine if DOE facilities
have procured and/or used material/parts, components or equipment supplied by company name
or company name vendors and if so, what actions need to be taken.

1. Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been heat-treated, supplied or tested by company name atter date?

2. Has site contractor(s) (including their subs) procured or used material/parts, components or
equipment that may have been supplied or tested by company name from vendors/suppliers
identified on the attached list (4ttach vendor list if applicable), after date?

3. If material/parts, components or equipment heat-treated, supplied or tested by company name
or company name vendors were procured, were they identified as nonconforming and either
removed or technically justified for use?

4. If you discover that site contractor(s) (or subs) have or use material/parts, components or
equipment, supplied or tested by company name or company name vendors:

a. Determine whether these material/parts, components or equipment are installed in
any system performing a safety function (i.e., safety class or significant system) or if
they are intended for use in a safety system but are still in inventory; or if installed or
intended for use in mission-sensitive application. If you discover parts in safety
systems, please perform engineering evaluation to determine any reliability impact, if
possible, remove these items from service immediately or during regular scheduled
maintenance and perform an engineering evaluation to qualify items that can be left
in place, including technical justification for doing so.

b.  Collect and track information on procurement and use of company name
material/parts, components or equipment for non-safety related systems. Tracking the
use of these potential nonconforming or suspect parts may be an issue because
nonconforming parts can and have later end up in safety applications.

5. Information collected should include the contractor/supplier/vendor by site, type of
materials, and quantity. Other information such as part number or model number and
application/systems may be useful information to share with other DOE sites.

6. Determine the cost associated with this investigation. The Office of Inspector General will
attempt to recover the cost associated with the investigation. The cost should be broken into
categories: total cost for man-hours; total cost for disposition of material (i.e., replacement
cost, scrap cost, etc.); total cost for travel (if any) and total cost for testing (if any). It is not
necessary to submit backup documentation, but your respective sites should maintain it in
case the costs are changed later.

7. ldentify training provided by the DOE and the contractor in the area of suspect counterfeit

parts per DOE Order 440.1A, Worker Protection Management for DOE and Federal
Contractor Employees.
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3.8 Sample EH-1 Memorandum to PSOs

MEMORANDUM TO: RAYMOND ORBACH, SC-1
CARL MICHAEL SMITH, FE-1
WILLIAM MAGWOOD, NE-1
DAVID GARMAN, EE-1
MARGARET CHU, RW-1

FROM: BEVERLY A. COOK
ASSISTANT SECRETARY
ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Investigation of the Use of Improperly Heat Treated Aluminum
Supplied by Temperform USA

On February 14, 2003, the Defense Nuclear Facilities Safety Board (Board) sent a letter to the
Secretary requesting a report  ...that documents implementation of the complete set of actions
required to verify that no aluminum parts heat-treated by Temperform USA are in use in safety-
related or mission-sensitive applications.” The potential implications of improperly heat-treated
aluminum supplied by Temperform and in use within the Department goes beyond defense
nuclear facilities. The Secretary’s Office has assigned me as the lead for this issue and the
purpose of this memorandum is to request your assistance in completing the investigation into
the possible use of improperly heat-treated aluminum material/parts from Temperform.

Although the DOE Quality Assurance Working Group has collected a substantial amount of
information, it is not clear that the investigation results were adequate and/or consistent. 1
request that you complete or verify that your investigation is complete based on the attached
lines of inquiry (Attachment 1). This will help us determine in a consistent manner if the
Department has procured and/or used heat-treated aluminum material/parts or equipment
supplied by Temperform or Temperform vendors and if so, what actions need to be taken.

To support this effort, please provide a schedule by April 30, 2003, for completing your
investigation to address the attached lines of inquiry. The Defense Criminal Investigative
Service has given permission to release to Department contractors the affected part numbers and
the identity of the companies that sent parts to Temperform. Attachment 2 is a list of the
companies who had parts processed at Temperform and/or who approved Temperform as a
vendor. The part number list is a 1,200 plus page document and can be provided, if needed.

Based on your input, we will prepare a report to document our findings. 1 have assigned

Mr. Ray Hardwick as the senior manager in EH to coordinate both the response to the
Temperform issue and to suggest a corporate process to ensure adequate disposition of future
issues. [ also request that you designate a senior manager from your organization to work with
Mr. Hardwick on these issues.
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3.8  Sample EH-1 Memorandum to PSOs (continued)

If you have any questions concerning this request, please call me or Mr. Hardwick at
(202) 586-0307.

Attachments

cc:
R. Hardwick, EH-2
R. Milner, RW-1
M. Johnson, SC-1
G. Staffo, EE-3C
C. Zamuda, FE-7
R. Lange, NE-40

27 November 2004



3.9 Sample Investigation Closeout Package

MEMORANDUM TO: GREGORY FRIEDMAN

INSPECTOR GENERAL, U.S. DEPARTMENT OF ENERGY
FROM: BEVERLY A. COOK

ASSISTANT SECRETARY

ENVIRONMENT, SAFETY AND HEALTH

SUBJECT: Results of Investigation of the Use of Improperly Heat Treated
Aluminum Supplied by Temperform USA

Over the past several months the Department has been investigating the use of improperly heat
treated aluminum supplied by Temperform USA. The Secretary’s Office assigned me as the lead
for this issue and the purpose of this memorandum is to provide a consolidated report of the
results of the investigations across the Department. The results of the investigations conducted
at the Department’s defense nuclear facilities have been forwarded to the Chairman of the
Defense Nuclear Facilities Safety Board in response to concerns they expressed earlier in the
year.

The attached report provides a summary of the results of the investigation, including the cost
associated with conducting the investigation. While the investigation indicates that some of our
sites did have procurements involving Temperform USA or its vendors, we have not identified
any safety issues associated with the procurement or use of these parts and materials. The
reported cost associated with this investigation is $240,737.77.

Specific information related to individual site investigations may be obtained by contacting the
responsible program office directly. If you would like assistance in doing this, or require
additional information from my Office, please contact Mr. Frank Russo at (301) 903-8008.

ce:
E. Beckner, NA-10
J. Roberson, EM-1
R. Orbach, SC-1

W. Magwood, NE-1
C.M. Smith, FE-1
D. Garman, EE-1
M. Chu, RW-1

L. Otis, GC-1
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3.9 Sample Investigation Closeout Package (continued)

M. Whitaker, S-3.1
R. Hardwick, EH-2
F. Russo, EH-3

J. Mangeno, NA-3.6
X. Ascanio, NA-124
S. Johnson, EM-5
R. Milner, RW-1

M. Johnson, SC-1
G. Staffo, EE-3C

C. Zamuda, FE-7

R. Lange, NE-40

B. Burdick, IG - 221
P. Gervas, GC-61

F. Tooper, EH-32
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U. S. Department of Energy

L

Report on Results of Temperform
USA Investigation

Washington, D.C. 20585
November 5, 2003

——————————————————— TN,
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Background

In June 2002 the Government-Industry Data Exchange Program (GIDEP) issued an Agency Action Notice regarding
the improper heat treating of aluminum parts by Temperform USA. The notice indicated that Temperform USA
allegedly provided false certifications of heat treating processes and quality inspections from 1998 to at least 2000
on numerous Department of Defense (DoD) programs. Although the notice was directed primarily at DoD, National
Aeronautics and Space Administration (NASA), and commercial prime contractors involved with aviation and
aeronautical programs, the notice did recommend that other organizations “... review all orders or procurements
associated to aluminum alloy parts, (especially parts identified as “flight safety critical””) for possible impact....”

In response to that GIDEP Notice, the DOE Quality Assurance Working Group (QAWG) sent an email to its
members in July 2002 requesting information to determine if any weapons systems, support devices, or any other
programs had parts or raw material that may have been heat treated, supplied, or tested by Temper-form USA. A
follow-on email was sent to QAWG members in December 2002 to provide additional information and to clarify the
request.

In February 2003 the Defense Nuclear Facilities Safety Board (Board) sent a letter to the Secretary of Energy
indicating its concerns with the Department’s progress in addressing the Temperform USA issue. The letter
requested a report that documented the implementation of the complete set of actions required to verify that no
aluminum parts heat treated by Temperform USA are in use in safety-related or mission-sensitive applications.

Although the QAWG had collected a substantial amount of information, it was not clear that the investigation results
were adequate or consistent or that they would support an adequate response to the Board’s request. On March 18,
2003, the Assistant Secretary for Environment, Safety and Health (EH) sent a memorandum to Environmental
Management (EM) and the National Nuclear Security Administration (NNSA) requesting that they verify
completion of their inquiries into possible use of items heat-treated by Temperform USA. On March 25,2003, EH
sent a memorandum to the other program offices also requesting that an investigation be conducted.

The EH memorandums included lines of inquiry that were used as a basis for conducting the investigations. The
Defense Criminal Investigative Service gave the Department permission to release to Department contractors the
affected part numbers and the identity of the companies that sent parts to Temperform USA. That list of the
companies who had parts processed at Temperform USA or who approved Temperform USA as a vendor was
included with the EH memorandums. The part number list (a 1,200 plus page document) was made available to the
program offices to support their investigations. The EH memorandums and lines of inquiry are included as
Attachment One.

All of the responsible program offices completed their investigations and submitted the results of their reviews to
EH. The investigations identified some materials and parts procured from Temperform or vendors. However, the
investigations confirmed that these materials/parts were not used in any safety-related or mission-sensitive
application at any site. The total reported cost associated with this investigation is $240,737.77.

In the case or EM and NNSA, a report was previously provided to the Board in response to their concern in this
area. A summary of the conclusions provided in that report, as well as the results of the other program office
investigations are provided below. Additionally, copies of the program office responses provided to EH are
included as Attachment Two.

Investigation Results
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform | ¢ o v-Related
. or . . .. Reported
Location or Mission Disposition L
Temperform . Investigative Cost
Sensitive?
Vendor?
National Nuclear Security Administration
Action Completed — $3,500.00 — SNL
SSO/SNL Yes No Records reviewed. Vc?nf_ied $3,000.00 — SSO
no safety system or mission
sensitive application.
Action Completed — $7,5400.00 -BWXT
PXSO/BWXT Yes No Records reviewed. Vgrlﬁed $713.00 - PXSO
no safety system or mission
sensitive application.
Not Not Applicable. $2,175.00 - WSRC
SRSO/WSRC No . $2475.00 - SRSO
Applicable
Action Completed — $6,000.00 — LASO
Records reviewed. Verified | $83,000.00 — LANL
LASO/LANL Yes No no safety system or mission )
sensitive application. Parts replacement -
$17,000.00 — LANL
Not Not Applicable. $600.00 - YSO
YSO/BWXT No Applicable $1220.00 - BWXT
Action Completed — $12,750.00 - LLNL
LSO/LLNL Yes No Records reviewed. V?I’lﬁed $4,000.00 - LSO
no safety system or mission
sensitive application.
Action Completed — $3,582.00 -
KCSO/ Yes No Records reviewed. Verified | Honeywell
Honeywell no safety system or mission | $600.00 - KCSO
sensitive application.
Action Completed $2,500.00 — Bechtel
Nevada Test Site Yes No Records reviewed. Vérlf.ied $3,000.00 — NSO
no safety system or mission
sensitive application.
Environmental Management
Carlsbad Field No Not Not Applicable $86.64
Office Applicable
ldaho No N-ot Not Applicable $4,860.00
Applicable
Ohio No N.ot Not Applicable $1,789.00
Applicable
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform | o, e (y-Related
. or . . .. Reported
Location or Mission Disposition L
Temperform Sensitive? Investigative Cost
Vendor? )
Oak Ridge No App]\llic():table Not Applicable Insignificant
Office of River No Not Not Applicable $5,883.00
Protection Applicable
Rocky Flats No Ap;\lli(():;ble Not Applicable $380.13
Not Not Applicable BHI - $2,500.00
Richland No Applicable PNNL - $3,650.00
Savannah River No Ap;\llicc)table Not Applicable $750.00
Office of Science
AMES No Not Not Applicable $4,000.00
Applicable
ANL - E/W No T\]IOt o Not Applicable $4,000.00
Applicable
Items purchased were $23,000.00
procured specifically for
non-safety applications.
These items were either
BNL Yes Not subsequently discarded,
Applicable manufactured prior to 1998,
or used in assembly tables
and tooling. Not deemed
necessary to track.
FNAL No R I;J_ot o Not Applicable $11,120.00
pplicable
LBNL $10,000.00
ORNL No A I;I.OI o Not Applicable $8,814.00
pplicable
PNNL No I\IJOI o Not Applicable $3,650.00
Applicable
PPPL No IIIot " Not Applicable $1,000.00
Applicable
SLAC $1,600.00
TINAF No Ap{;li(():tab]e Not Applicable Insignificant
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U.S. Department of Energy — Report on Results of Temperform USA Investigation

Temperform Safety-Related
. or L . . Reported
Location or Mission Disposition Lo
Temperform .. Investigative Cost
Sensitive?
Vendor?
Energy Efficiency and Renewable Energy
NREL No N.ot Not Applicable Insignificant
Applicable

Office of Civilian Radioactive Waste Management

Yucca Mountain No N.ot Not Applicable Insignificant
Applicable
Yucca Mountain No N'ot Not Applicable Insignificant
Applicable
Fossil Energy
All FE Field Sites No N.ot Not Applicable Insignificant
Applicable
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ATTACHMENT ONE

EH Investigation Request and
Lines of Inquiry

November 2004



ATTACHMENT TWO

Program Office Response Memorandums
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3.10  Sample List of SME Contacts to Notify of Important Issues

November 2003

Anyone identifying names that should be changed are encouraged to provide the update
information to Rick Green, EH-32 at 301-903-7709 rick.green@eh.doe.gov , Tom Williams, EH-
32 at 301-903-4859 tom.e.williams@eh.doe.gov, or Mark Petts, EH-32 at 301-903-2414

mark.petts@eh.doe.gov

1.

Nownmsewbd

10.

11.
12.

13.

14.
15.
16.

17.
18.
19.
20.

21.

22.
23.

DOE Office of Aviation Management, Robert Jenkins robert.g jenkins@hq.doe.gov, James
Combs jcombs@doeal.gov

Backup Power Working Group, John Fredlund, NNSA HQ John.Fredlund@nnsa.doe.gov
Chemical Safety Topical Committee, Gail Kleiner, Gail .kleiner@hg.doe.gov
Construction Safety, Pat Finn, pat.finn@eh.doe.gov

DOE Chief Information Officer, Brenda Coblentz, Brenda.coblentzi@hq.doe.gov
Emergency Management SIG, Dorothy Manning, manningd(@orau.gov

Energy Facility Contractors Group (includes maintaneance, SQA), Joe Yanek,
joseph.vanek(@srs.gov

Fire Protection Topical Committee, Jim Bisker, jim.bisker(weh.doe.gov

DOE Office of General Counsel, Paul Gervas, PAUL.GERVAS@hg.doe.gov

DOE Hoisting and Rigging Technical Advisory Committee, Pat Finn, pat.finn@eh.doe.gov
Industrial Hygiene/Occupational Safety SIG, Deborah McFalls, mcfallsd@orau.goy
DOE Office of Inspectors General, Brent Burdick, BRENT.BURDICK@hq.doe.gov
Packaging Management Council, Ashok Kapoor, DOE-AL, and Jim Johnston, LANL
hmconslt@lanl.gov

Performance Based Management SIG, Paul Krumpe, paul krumpe(dp.doe.gov
Procurement, Richard H. Hopf, ME-60 202-586-8613 Richard.Hopfwhq.doe.gov
Quality and Safety Management Special Interest Group (QSM-SIG) Katherine Brack
kijbrack@pantex.com, , *Bud Danielson bud.danielson@eh.doe.gov , Denise Viator
viatord@orau.gov

DOE Radiation Control Coordinating Committee, Maria Gavilras-Guinn_Gavrilas-
guinn(@em.doe.gov, , Joel Rabovsky, joel.rabovskv(@hg.doe.gov

Safety Analysis Software Group, Dae Chung, Dae.chung@nnsa.doe.gov

Security, Ron Edge, SO-11, Program Manager 301-903-4247 Ronnie.Edge@hq.doe.gov
DOE Contractors Supplier Quality Information Group (SQIG), Steve Stein,
steinl@bnl.gov

Transportation External Coordination Working Group, Judith Holm, Co-Chair
jholm@@doeal.gov

NNSA Weapons Quality Assurance, Joel Smith joel.smith@nnsa.doe.gov
Welding Topical Committee, William S. Harker harkerws@id.doe.gov
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3.11 Sample S/CI or Defective Item Distribution List

This list is used to forward significant new S/C-DI information (e.g., alerts, training manuals) via
e-mail to registered users of the S/C-DI website. The S/C-DI push mail distribution list is
comprised of at least two separate alphabetized lists of registered S/C-DI website users and is
available at

O:\QA EH-3 and historical QAWG\Contacts\ SCI Registered Users with DNFSB w-0 most EH.
This list is updated by EH-3 staff as additions and deletions are identified.

3 SC1 Reglsterad Lisers with DNFSB AL - Distribution List _
Fle Edk  Yew Jnsert  Jools  Activs  Help
Glsaveandlose &% ¥ B i ¥ 15 K oo &

Members | tiot

elect Members... Add Mew... | Remove | Upite hlogs ‘
[ Name E-mal -
<} Aguirre, Richard richard. aguirre@iewin:. army il
S} dnderson, Dennts dernis_j_antder sond gov
=] Artveine, Conee £ arnwanecedpornt, goy
Brthaxs, Robert rerthurs@ard.gov
<] Atwanod, Richard atwoodrkiibechtelacobs. org
=} Bacnes, oraig barnescEdrey . dom,gov
} Beausdlell, Genffrey L beausegdid. doe gov
o] Bchfead, John john_¢_bickf ord@nl.gov
] Bird, Walter virbird@anl.gov
i7%:| Bjorkedal, Al albeet WAl Biorkedal@d.gov
=] Blowers, Jamie bhovses s@f el gov
<} Bucth, Wayne Wayns, Bocthdw. doe . gov
Bowden, Lnda bowdenli@ny due.gov -
=] By anagar, Edward edward.bransgardithy. doe.gov
Brandt, Eenneth kbrandt@danl.goy
Branson, Hary gab@inel gov
2] Brocker, valkam it ockerébant. gov
o} Bruno, Damon Caroor Brunu@spr doe.gov
=} Bucki, Ed ed buckificch. doe .goy
Bukovitz, Jemes jamnes. bukovta@sts.gov
8] Burns, Samuet shurns @i wi.com
Busche, Donna donna_m_buschedr].gov
2] Caldeesll, Michele 3 (INEEL) caldwermydid. dog .gov
<] Capshaw, Roy 10y, capshaedymp. gire
<} Carson, Chatles cearseni@nnsi. doe.gov
1| Carter Fickler fickizn@ilab.org
5] Cassingham, Bertha berthy.cassinghami@pp. ws
Cochrane, Michasl § raszochra@bechbed, com
Zufone, Linis Louis Cofonedinnsa,due. gov
1% Cole, Matt Matt Colescience.dos, gy
iTmi Coll, Rafaet reoli@inal.gov
i3] Corwoy, Michiael Michizel. Conroy@ern. doe .gov vl

/////////

Provate |
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3.12 S/CI Annual Report Example

The S/CI annual report is available at http://www.eh.doe.gov/sci/ under the title “Analysis and
Trending of Suspect/Counterfeit Items at DOE Facilities.”

TABLE OF CONTENTS

EXECUTIVE SUMMARY oo
1.0 INTRODUCTION .ttt s e e e s et et e e eaeanssae s

1.1 Background — Why are we issuing this Report?.........c.cocoiiiiiiiiiii e
1.2 2003 AcCOMPLISRITIENLS. ...o.uiiiiiii ittt et et e b s s s e s sre et
1.2.1 DOE S/CI-DI PIOCESS ..eeeiiiiiiiiie ittt ettt ettt e ettt see e e e e rinae e e s s
1.2.2 Analysis of Temperform USA InVestigation .........ccociiiviiioiiii e

1.3 2004 GOAlS oo s
2.0 CURRENT STATUS OF S/CI-DIIN DOE FACILITIES ...ttt

2.1 Sources Of S/CI-Dl.. et
2.1.1 ORPS ettt h et E et e be e e ke bt bttt e et et e ae e
2.1.2 GIDEP ..ottt ettt ettt ettt na ettt ettt n e ettt eee e
2.13 INPO ettt ettt ettt ettt et eneenen

2.2 Distribution of Recent S/CI-DI by Operations/Field Office........ccooviviiiiiiiiiii e

2.3 Where Were S/CI-DI found in the Field.......ccocooiiiiii e

2.4 Categories of S/CI-DI found in the Field ...

2.5 Operating EXperience SUMMATTES. ..........veiiiiiiiiiitiaite ettt ettt sb ettt e et neaneee e eenes

2.6 EH Safety ALILS ..o ettt sttt

O R v T 1111 1Y OO TP TP PP T O UPOPRTUUR
4.0 S/CIDI WEDSILE .ceeeiiiiiiiiiiiei ettt e ettt e e e e eer e et e s eeee s s e et sb e eereeseenaaannens
APPENDIX A. ACRONYMS Lottt ce et e e e e a s
APPENDIX B. DEFINITIONS ...ttt s
APPENDIX C. SUSPECT INDICATIONS LIST oottt
APPENDIX D. EXAMPLES OF SUSPECT/COUNTERFEIT (S/CI) ITEMS FOUND

AT DOE SITES Lo e e e e e e ren et et et e et b e e e et e et beneees
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3.13  S/CI Annual Report Example (continued)
LIST OF FIGURES

FIBUIE 1. S/C/DE PrOCESS .ottt ettt ettt ettt 2

Figure 2.  Comparison of Total Reports Reviewed to Those Requiring DCSs, July — December 2003....... 6

Figure 3.  Comparison of Total Reports Reviewed to Those Requiring DCSs, January — June 2003 .......... 6
Figure 4.  S/C/DI by Reporting Agency, July — December 2003 ............coooi i 6
Figure 5. S/C/DI by Reporting Agency, January — June 2003 ........ccoooooiiiiiiiiiiciice e 6
Figure 6.  S/C/DI by Site Office, July — December 2003 .........c.occooviiiiiiiiieiceceee e 7
Figure 7. S/C/DI by Site Office, January — June 2003 .........co.ooiiiiiiiiiiic et 7
Figure 8.  S/C/D Items by Found Status (ORPS only), July — December 2003 ............cccccoeviviiiiieeen 8
Figure 9.  S/C/D Items by Found Status (ORPS only), January — June 2003 ........cc.ooocoovivrioeiiieiieeeee 8
Figure 10. Categories of S/C/D Items, July — December 2003 ........c.ooviviiiiiiieceeeeeeeee e 8
Figure 11. Categories of S/C/D Items, January —June 2003 ..........coccoiiiiiiiiiiiii i 8
Figure 12. DOE Sites with Registered Users for the EH S/C-DI Website by Facility................................ 12
Figure 13. Number of DOE and Non-DOE S/C-DI Registered Website Users by HQ Program

and Field Federal/Contractor Staff............c.ocooiiiiiiioiic e 12
Figure 14. Sites Conducting at Least 3 User Sessions on the S/C-DI Website September 2003

and January 2004 ... ettt e et e e n et 13

Figure 15. Most Downloaded Documents from the S/C-DI Website September 2003- January 2004........ 13
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3.13 S/CI Annual Report Example (continued)

EXECUTIVE SUMMARY

This report was prepared by the Office of Environment, Safety and Health (EH), to disseminate information
regarding Department of Energy (DOE) suspect/counterfeit items (S/CI) and defective items. EH has assumed
responsibility for activities associated with S/CI and defective items from the Department of Energy (DOE) Quality
Assurance Working Group (QAWG). Within EH, the Office of Corporate Performance Assessment (EH-3) now
routinely collects, screens, dispositions, and communicates information on S/CI and defective items that could
potentially impact operations at DOE facilities.

This semiannual report updates the S/CI report issued in April 2003 by the QAWG, and includes data on S/CI events
reported in the Occurrence Reporting and Processing System (ORPS) between January 1, 1991, and June 30, 2003,
The report provides the DOE complex with general information, trends and analyses about S/CI and defective items
and related quality assurance/procurement issues. As described in the report the following is a summary of the

current S/CI and defective items:

= S/CI events reported during the first six months of 2003 (26) continue to be reported at a rate
similar to 2002 (54).

* There were no injuries or near misses resulting from S/CI within the DOE complex.

*  While the number of S/CI reports has decreased since the peak of 144 in 1994, the number of
S/CI events reported has remained relatively constant (approximately 55 per year) since
2000.

* During the previous reporting period from January 1991 through December 2002, ORPS
reports indicated that 92% of S/CI pertained to fasteners. During the current reporting
period, 81% of the reported S/CI events pertain to fasteners.

= During the previous reporting period from January 1991 through December 2002,
approximately 74% of all S/CI were found subsequent to installation. During the current
reporting period, this improved to 65% for the reported S/CI events pertaining to installed
items.

The Office of Independent Oversight and Performance Assurance (OA) conducted a special
study of the Department’s management of S/CI, including a recent issue regarding improperly
heat-treated aluminum. The OA report indicates that some S/CI processes were effective at
some DOE sites. However, there were weaknesses in the S/CI processes at DOE Headquarters
and most sites in a number of important areas including timeliness and thoroughness in acting on
S/CI.

The entire report is also accessible on the EH website at http://www.eh.doe.pov/sci/.
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