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FOREWORD

Thisreport isfor interna use by Department personnd in support of revising its nuclear safety directives
(e.g., Orders and Guides) relative to safety software. Thisreport is not part of the DOE nuclear safety
directives and should not be used as such. It has been developed in accordance with a commitment
(4.3.2) in the DOE Implementation Plan for DNFSB Recommendation 2002-1.

Gugtave (Bud) Danielson
EH-3VUGTN

U.S. Department of Energy
Washington, D.C. 20585

Phone (301) 903-2954

Emall: bud.Danie son@eh.doe.gov




Quality Assurance Standards
for Safety Softwarein
Department of Energy Nuclear Facilities

1. Introduction and Regulatory Basis

The Department of Energy (DOE) nuclear safety regulation, 10 CFR 830 Subpart A (i.e., the QA rule),
edtablishes quality assurance requirements for activities, including providing items or services, that affect
or may affect, nuclear safety of DOE nudlear facilities. The QA rule includes a requirement that
voluntary consensus standards be used to develop and implement QA Programs. Safety softwareis
included in the scope of activities covered by the QA rule. Therefore consensus sandards must be
used for applying QA to safety software activities where practicable and consistent with contractua
regulatory requirements. This report describes practicable standards for safety software QA that may
be used to satisfy the QA rule.

Thisreport is prepared in response to Commitment 4.3.1 of DOE Implementation Plan for Defense
Nuclear Facilities Safety Board Recommendation 2002-1, March 13, 2003. Thisreport isintended for
use by the Office of Environment, Safety and Hedlth to make improvements in the Departments
directives system to better describe when and how organi zations apply standards for safety software
qudity (Commitment 4.3.2.1). The standardswill facilitate directives changes that:

=  Grading requirements based on safety, complexity, and project quaity requirements,

=  Performing safety and performance reviews of software configuration items that will address
congderations such asfalure andysis and fault tolerance;

= Deveoping procurement controls for acquisition of computer software and hardware that are
provided with vendor developed software and/or firmware;

= Applying QA requirements to the software lifecycle;

=  Documenting and tracking customer requirements,

= Peaforming verification and vdidation testing; and

= Traning of personnd who use oftware in safety gpplications.

2. Regulatory and QA Program Compliance

The ultimate respongibility for complying with the QA rule, and for sdlecting sandards for safety
software that falls under the scope of the QA rule, rests with the nuclear facility contractor.  Nuclear
facility contractors with DOE-approved QA Programs must ensure that any changesto their QA
Program are made in accordance with the QA rule and any supplemental DOE direction provided
through contractual means. Thisreport isfor internd use by Department personnel in support of
reviang its nuclear safety directives (e.g., Orders and Guides). Thisreport is not part of the DOE
nuclear safety directives and should not be used as such.



3. QA Program Standards Versus Softwar e Standards

Dozens of consensus standards have been devel oped that address every aspects of software. Inthe
broadest sense of quality assurance, all of these standards could be interpreted as “QA standards’. To
develop a useful report, it is necessary to limit discussion of stlandards to those that directly support
compliance with the DOE QA rule and development of a QA Program that includes safety software.
There are other documents (e.g., technica reports, agency directives, and industry guides) that may be
useful as examples for gpplication of the standards, but they are not devel oped through an accredited
consensus standards process.

4. Standards Usein a QA Program Context

Many of the standards devel oped address specific phases of software development rather than a QA
Program that encompasses software. In some cases the standards do cover asingle criterion within the
QA Program, such astraining. Where thistype of standard is used, it must be in the context of the
broader QA Program that includes dl criteria necessary for effective QA. Thisreport will differentiate
between QA Program standards and standards that address a specific criterion.

5. QA Program and Softwar e Quality Standard Requirements

Identification of QA Program standards for safety software must consider the following:
= Compatibility with the DOE QA rule

Reevance to nuclear facility safety

Applicability to software developed in-house, purchased, or modified

Applicable to the entire software lifecycle

Incluson of commonly accepted dements for software QA

6. National Standard for Nuclear Facility Quality and Software
The most comprehensive nuclear QA Program standard for application to safety softwareisthe
American Society of Mechanicd Engineers NQA-1-2000, Quality Assurance Requirements for
Nuclear Fecility Applications.  This standard includes requirements that are compatible with the
DOE QA rule (see Attachment 1) can be integrated/supplemented with other stlandards, and is
directly applicable to safety software. Most importantly, NQA-1-2000 expands upon the basic
QA program requirements to specifically address requirements for software qudity. Thus placing
safety software qudlity in the context of the overall QA Program. These specific qudity
requirements are defined in:

= NQA-1Part | Requirement 3, Section 800, Design Control;

= Part Il Subpart 2.7, Quality Assurance Requirements for Computer Software for Nuclear
Facility Applications; and

=  Part IV Subpart 4.1, Guide on Quality Assurance Requirements for Software.

These three sections of NQA-1-2000 address safety software for the following commonly accepted
edements of qudity:



Management

Dedgn

Reviews

Verification

Teding

Documentation & records
Software engineering method
Problem reporting and corrective action
Configuration management
Acquistion/procurement
Operation

Maintenance

Retirement

NQA.-1-2000 with Subpart 2.7 is aso a practicable choice for implementing the DOE QA rule for
safety software becauseit is

Eadly supplemented with other IAEA, 1EC, |EEE standards (e.g., configuration management)
Provides independence for developing and verification

Supports graded implementation

Widdy used among DOE contractor QA Programs

Accredited as the American National Standard for nuclear gpplication

The table in Attachment 1 describes how NQA- 1 2000 digns with DOE QA criterion and includes
other standards that further expand the content of NQA- 1 requirements for safety software.

7. International Standardsfor Quality and Software

7.1. International Atomic Energy Agency (IAEA)

The respongibility for international standards for nuclear safety is assigned to the Internationa Atomic
Energy Agency (IAEA). ThelAEA hasasgnificant number of standards, guides and requirements for
al aspects of nuclear facility safety, including software. The requirements and guidance for nuclear
facility quaity are addressed in a 1996 Safety Series“Code” No. 50-C-Q, Quality Assurance for
Safety in Nuclear Power Plants and other Nuclear Installations, and Safety Guides 50-SG-Q1—-
Q14, respectively. The IAEA Code qudity requirements closdly pardld the DOE QA rule.

IAEA safety software guidance is detailed in Technical Reports Series No. 397, Quality Assurance
for Software Important to Safety. This TR provides information and guidance for defining and
implementing QA Programs covering the entire life-cycle of software important to safety. The TR was
developed using alarge amount of available information and standards and offers implementation
guidance that istied to the QA Program requirements found in the IAEA Code. The gpplication guides
are ussful aids for developing QA Programs for safety software, specifically:

= Appendix I: [llustration of a graded software quality assurance programme;



= Appendix I1l: Congderations before acquisition of computerized tools;

= Appendix IV: Functions of computer program understanding and reverse engineering tools,
=  Appendix V & VI: Generd training guideine and proposed outlines for training;

= Appendix VII: Characteristics of defect prevention process,

= Appendix VIII: Examples of software development life-cycle models,

= Appendix IX: Recommendations for design input documentation for monitoring, control and
safety system software;

= Appendix X: Recommendations for software development plans gpplicable to monitoring,
control and safety system software;

= Appendix XI: Recommendations for standards and procedures handbooks applicable to
monitoring, control and safety system software;

= Appendix XII: Recommendations on the content of software requirements specifications for
monitoring, control and safety system software;

= Appendix XIII: Recommendations on software design descriptions for monitoring, control and
safety system software;

= Appendix XIV: Recommendations on design and development documents for design,
engineering and analys's software;

= Appendix XV: Recommendations on gpplication documents for design, engineering and anadys's
software;

= Appendix XVI: Suggested good coding practices for design, engineering and analyss software;

= Appendix XVII: Recommendations on programming of monitoring, control and safety system
software;

= Appendix XVIII: Discusson of verification and vaidation methods;

= Appendix XIX: Recommendations on verification reports and activities for monitoring, control
and safety system software;

= Appendix XX: Recommendations on commissioning monitoring, control and safety system
software; Glossary.

ThisTR, and IAEA Safety Guide (SG) SeriesNo. NS-G-1.1, Software for Computer Based
Systems Important to Safety in Nuclear Power Plants, provide expanded information that can be
fully integrated with the NQA- 1- 2000 requirements and the DOE QA rule to produce an effective
qudlity program for safety software. Relevant portions of TR 397 are referenced in Attachment 1 to
illugtrate their relationship to the DOE QA rule criteriaand NQA- 1 requirements.



7. 2 International Electrotechnical Commission (IEC)

The IEC isrespongble for severa software standards in the nuclear power plant arena. These
standards are referenced in the IAEA TR 397. Those standards include IEC 880 Software for
Computers in the Safety Systems of Nuclear Power Stations, IEC 987 Programmed Digital Computers
Important to Safety for Nuclear Power Stations, and |EC 1226 Nuclear Power Plants —
Instrumentation and Control Systems Important for Safety — classfication.

7.3 International Organization for Standardization (1 SO)

The Internationa Organization for Standardization (ISO) is responsible for 1SO 9001-2000, Quality
management systems — requirements. The SO 9001 standard is designed for use interndly or asa
contractua requirement for generic quaity systems. 1SO 9001 does not specificaly address computer
software. More importantly, 1SO is not chartered to develop standards for nuclear safety applications
(thisisthe domain of the IAEA) and consequently lacks sufficient focus (and rigor) to address DOE
nuclear faclity hazards. Commercid industries that face high hazards and high missor/palitica risk
smilar to DOE (e.g., aerospace, telecom, chemica) have each issued supplementd requirements to
improve on 1S0 9001 for application to their industry.

Although 1SO has a guide for applying a previous verson of 1SO 9001 (1994) to software (1SO 9000-
3, 1SO Quality management and quality assurance standards - Part 3: Guidelines for the
application of 150 9001:1994 to the devel opment, supply, installation and maintenance of
computer software), thisguide is not focused on nuclear safety.

Given that: (1) the ISO standards are not developed for nuclear facility applications, (2) the IAEA isthe
internationally chartered standards body for that subject, and (3) the IAEA offers safety software qudity
standards compatible to DOE and NQA-1, SO should not be considered a practicable choice for
standardsin this subject area.

8. Example Application Guides, Federal Agency Requirements &
Procedures

8.1  Department of Defense (DoD)

The DOD software project requirement is Directive 5000.61 and related guidance. These documents
address, software development, verification, validation, accreditation, maintenance, review, and
management. They dso refer to nationa and industry standards. For example, independent review is
addressed in Verification, Validation and Accreditation (VV&A) Recommended Practices Guide.
The Guide aso describes methods for assuring software using a graded approach depend on whether
the software was:

(1) previoudy accredited based on verification and validation datawhich is available;
(2) previoudy accredited based on historica use;

(3) not previoudy accredited, but some verification and vaidation data available; and
(4) not previoudy accredited, with little or no verification and vaidation available.



8.2  National Aeronauticsand Space Administration (NASA)

The NASA software document is the Software Assurance Standard, NASA-STD-2201-93. The
NASA standard includes processes to establish and implement requirements and procedures as well as
evaluating software products against requirements standards and procedures.

8.3  Environmental Protection Agency (EPA)

The EPA uses at least two standards for software in environmental safety projects. EPA regulates the DOE
Waste |solation Filot Project (WIPP) using 40 CFR 194. This rule and the WIPP QA Program requirements
influence many other waste generation sites across the DOE complex. The regulation adopts ASME NQA-1,
1997 and Subpart 2.7. EPA aso contracts for cleanup of certain Superfund sites. For these projects EPA has
used the nationa standard Quality Systems for Environmental Data and Technology Programs -
Requirements with Guidance for Use, ANSI/ASQC E4-1994. The E4 standard is currently undergoing
revision and includes requirements for software qudity that paralel NQA-1-2000. This standard dso pardlds
the DOE QA rule criterion.

84  DOE Program Requirementsand Procedures

The Department and its contractors have a variety of program requirement documents and implementing
procedures for safety software in use for nuclear facilities. However, the Y ucca Mountain Project’s
Qudity Assurance Requirements Document (QARD) DOE/RW-0333P has been evaduated by an
externd regulatory body and found acceptable. The QARD and software quaity supplements describe
arigorous graded approach to safety software suitable for review by other DOE organizations for usein
developing their QA Programs for safety software.,

9. Practicable Standards FOR DOE QA Rule I mplementation

9.1 QA Rule& StandardsAlignment

The tablesin Attachment 1 describe how NQA- 1 2000 digns with DOE QA criterion. It aso includes
other standards thet further expand the content of NQA- 1 requirements for safety software to address
appropriate eements for safety software qudity.

9.2 StandardsListing
Attachment 2 contains a listing of standards that may be applied to safety software to assure quality.
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ATTACHMENT 1

Guidance on the Use of NQA-1-2000 and Supporting Standar dsfor Compliance with
Department of Energy Quality Assurance Requirements 10 CFR 830 Subpart A and DOE O
414.1 and Application to Safety Software

100 PURPOSE

This guidance may be used by organizations intending to adopt NQA-1 as anationd consensus
Standard for development and implementation of a Quality Assurance Program (QAP) that meetsthe
Department of Energy (DOE) Qudity Assurance (QA) requirements and includes safety software within
its scope. This guide describes how NQA-1-2000 addresses the DOE QA requirements and identifies
DOE QA requirements that are not addressed by NQA-1. Selected standards from other standards
bodies are included where they add emphasis or detail for safety software qudity.

200 INTRODUCTION

The Department of Energy (DOE) QA requirements for activities that affect or may affect, qudity,
nuclear safety or other Site specified criteria are established by rule, 10 CFR Part 830 Subpart A, dated
January 10, 2001(i.e.,, Rule). DOE aso has equivaent requirements for al other federal and contractor
activitiesin QA Order, O 414.1A, dated September 29, 1999(i.e., Order). The DOE QA
requirements and guides are available for review at: http://tis.eh.doe.gov/nsps/qudity.html.

The DOE s objective of the QA Rule and Order isfor organizations to establish effective integrated
management systems (i.e., QAPS) for the performance of DOE nuclear related work. The objectiveis
accomplished through performance oriented quality assurance criteria, coupled with appropriate
technica standards to manage, perform and assess work activities. The DOE Rule requires the use of
voluntary consensus standards in the devel opment and implementation of the QAP. The NQA-1
Standard is a nationd voluntary Standard and should be considered for providing the essentia
implementing methods for aDOE QAP including detalls for effective and reliable supporting processes
and procedures, as presented in this Subpart.

300 DOE RULE AND ORDER GENERAL ADMINISTRATIVE QAP REQUIREMENTS
The DOE Rule and Order include both adminigtrative and regulatory quaity requirements. Those
adminidrative requirements relaing to QAP goprovd authority, change control authority, and
compliance should not be relevant to the scope of NQA-1. Other adminigtrative qudity related
requirements that are relevant are addressed in Table 300.

400 DOE RULE AND ORDER QA CRITERIA

The DOE Rule and Order include ten QA Criteriathat are used to develop and implement a QAP.
Table 400 identifies each of the ten DOE Rule and Order QA Criterion and how they are addressed by
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the NQA-1, Part | requirements. Differences in the documents and topics that should be addressed
independently of the NQA-1 criteriato meet the DOE criteria are described. In some cases, the
NQA-1 Part I QA Requirements for Nuclear Facility Applications and Part IV Non-mandatory
Guidance in NQA-1 is aso appropriate to address the DOE requirements and describe how the QA
criteriawill be implemented. Table 400 dso includes selected standards from other standards bodies
(IEEE and IAEA) where they add emphasis or detail for safety software qudity.
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TABLE 300
10 CFR 830 Subpart A, dated January 10, 2001
§830.121 Quality Assurance Program

DOE O 414.1A dated September 29, 2001

DOE GENERAL REQUIREMENTS
(Summearized)

NQA-1 Requirements

Graded Approach (830.7)

Where appropriate, a contractor must use a
graded gpproach to implement the requirements
of this Part, document the basis of the graded
approach used, and submit that documentation to
DOE.

Part |, Introduction, Requirement 1 and

Requirement 2 provides for a graded approach
to achieving quality by focusng on activities
affecting qudity and the application of
requirementsin amanner consstent with the
relative importance of the item or activity.

The cited text does adlow for a graded approach,
however a DOE QAP will need to describe how
the graded approach is applied and documented
to meet the DOE requirement.

Reguirement 3, 801.4 provides grading relative
to software.

Part 11, Appendix 2A-2 Nonmandatory
Guidance on Qudity Assurance Programs
includes guidance on this topic.

Part 1V, 4.1, 101

IAEA Technical Report (TR) Series 397,

Appendix 1
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TABLE 300
10 CFR 830 Subpart A, dated January 10, 2001

§830.121 Quality Assurance Program

DOE O 414.1A dated September 29, 2001

DOE GENERAL REQUIREMENTS
(Summearized)

NQA-1 Requirements

OAP Development & I mplementation
The QAP must describe how the DOE QA
criteriaare satisfied.

The NQA- 1 requirements partidly meet the DOE
requirement.

Requirement 2 requires that a documented
QAP be planned, implemented and maintained;
and requires the QAP provide for the planning
and accomplishment of activities affecting qudity.

Requirement 5 requires that "Activities affecting
quality and services shall be prescribed by and
performed in accordance with documented
indructions, procedures, or drawings thet include
or reference appropriate quantitative or quditative
acceptance criteriafor determining that

prescribed results have been satisfactorily
attained.”

A DOE QAP will need to describe how the DOE
criteriaare satisfied.

Integrated Management Systems

The QA Program must integrate the QA criteria
with the Safety Management System (SMS), or
describe how the QA criteria apply to the SMS.

The NQA-1 requirements do not address the
DOE requiremen.

A DOE QAP will need to address integration to
meet the DOE criterion.
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TABLE 300
10 CFR 830 Subpart A, dated January 10, 2001
§830.121 Quality Assurance Program

DOE O 414.1A dated September 29, 2001

DOE GENERAL REQUIREMENTS
(Summearized)

NQA-1 Requirements

Ensuring Subcontractor & Supplier Quality

Requirements1, 2 and 4, 7 and 18

The QAP must describe how the contractor
respongble for the nuclear facility ensures that
subcontractors and suppliers satisfy the QA
criteria

The NQA- 1 requirements meet the DOE
requirement by the establishment of quality
interfaces between organizations, by the inclusion
of gpplicable QA requirements in procurement
documents, supplier evauation activities and
audits of suppliers.

A DOE QAP will need to describe how
subcontractors/suppliers satisfy the DOE criteria.

TABLE 400
10 CFR 830 Subpart A, dated January 10, 2001

8830.122 Quality Assurance Criteria
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

DOE Qudity Assurance Criteria NQA-1 Requirements Comments, Software
Requirements & Other
Standards
Criterion 1 - NQA Reguirements 1 and 2 Part1V, 4.1, 400
M anagement/Pr ogram The NQA- 1 requirements meet the |EEE 730-2002

DOE Criterion, as noted.

IAEA TR 397, 2.2

IAEA Nuclear Safety
Guide (NS-G) NS-G-1.1,
4.11

(1) Egablish an organizationd
Sructure, functiona respongibilities,
levels of authority, and interfaces for
those managing, performing, and
assessing work.

The NQA-1 requirements satify
this dement of the DOE Criterion.

None

(2)Egtablish management processes
including, planning, scheduling, and
providing resources for the work.

NQA Requirement 1, 201 General
and Requirement 2, 100 Basic meet
the DOE Criterion. NQA-1
requires senior management to
edtablish overdl expectations for
effective implementation of the
quality assurance program and is
responsible for obtaining the desired
end result. Thisimpliestha
adequate resources are provided to
obtain desired results.

A DOE QAP will need to
describe the management
process for providing
resources.

Criterion 2 -
M anagement/Per sonnd Training
and Qualification

NOA Requirement 2

The NQA- 1 requirements meet the
DOE Ciriterion.
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

(1) Train and quaify personnel to be
capable of performing their assgned
work.

(2) Provide continuing training to
personnd to maintain their job
proficiency.

The NQA- 1 requirements satisfy
these dements of the DOE
Criterion.

DOE Draft Computer
Softwar e Functional Area
Qualification Standard,
TRNG 0040

IAEA TR 397,24
IAEA NS-G-1.1, 4.9& 10

Criterion 3 - NOA Reguirements 2, 15, and

M anagement/Quality 16

Improvement The NQA-1 requirements partialy
meet the DOE Ciriterion.

(1) Egtablish and |mplement The NQA-1 requirements partlally
meet the DOE Ciriterion.

processes to detect and prevent
quality problems.

NQA-1 provides a system of
establishing qudity requirements and
monitoring compliance to prevent
nonconforming conditions from
cauang qudity problems. Thisis
accomplished through various
controls, ingpections and test.
Requirement 16 includes criteriato
prevent recurrence of identified
problems.

(2) Identify, control, and correct
items, services, and processes that
do not meet established
requirements.

The NQA- 1 requirements satisfy
this dement of the DOE Criterion.

(3) Identify the causes of problems
and work to prevent recurrence as
part of correcting the problem.

The NQA- 1 requirements partidly
satidfy this element of the DOE
Criterion for “ggnificant” or
“generic’ nonconformances.

Part I, 2.7, 204
Part 1V, 4.1, 204
IAEA TR 397, 2.5

A DOE QA Program will
need to extend the
requirements of NQA-1 to
ALL conditions adverse to
qudity not just Significant
conditions adverse to

Quality.
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

(4) Review item characterigtics,
process implementation, and other
qudity-rdated informeation to identify
items, services, and processes
needing improvements.

The NQA requirements partidly
address this dement of the DOE
Criterion for known deficiencies.

Criterion 4 -
M anagement/Documents and
Records

NOA Reguirements 5, 6 and 17

The NQA- 1 requirements meet the
DOE Ciriterion.

(1) Prepare, review, approve, issue,
use, and revise documents to
prescribe processes, specify
requirements, or establish design.

The NQA- 1 requirements satisfy
these elements of the DOE
Criterion.

Part |, Requirement 3,
801

Part 11, 2.7, 201 & 802

Part IV, 4.1, 201
(2) Specify, prepare, review, IAEA TR 397,26 & 3.1
approve, and maintain records.
|EEE 730, 829
Criterion 5 - Performance/Work | NOA Requirements5, 8,9, 12,
Pr ocesses 13, and 14 and the Part |,
| ntroduction
The NQA- 1 requirements meet the
DOE Ciriterion, as noted.
(1) Perform work consistent with | The NQA requirements address | A DOE QA Program will
technical standards, administrative | "work” as adtivities affecting quality. | Need to address “work” as
controls, and other hazard controls broadly &s the DOE

adopted to mest regulatory or
contract requirements, using
approved ingtructions, procedures,
or other appropriate means.

(2) 1dentify and control itemsto

The NQA- 1 requirements satisfy

Criterion, Sncethe
requirements for "work” are
derived from multiple
sources in the DOE Rule
and Order.

ensure their proper use. this dement of the DOE Criterion. | Part |, Requirement 3,

(3) Maintain itemsto prevent their | The NQA- 1 requirements satisfy 802

damage, loss, or deterioration. this dlement of the DOE Criterion. | part 11 2.7 203 & 404

(4) Cdibrate and maintain The NQA- 1 requirements satisfy

equipment used for process this dement of the DOE Criterion, | P/t 1V, 4.1, 203 & 405

monitoring or data collection. IAEATR 397,31& 3.2
|[EEE 828-1998 & 1219-
1998
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

Criterion 6 -
Perfor mance/Design

NOA Requirement 3
The NQA- 1 requirements meet the
DOE Ciriterion.

(1) Design items and processes
using sound engineering/scientific
principles and appropriate
standards.

(2) Incorporate applicable
requirements and design basisin
design work and design changes.
(3) Identify and control design
interfaces.

(4) Verify or vdidate the adequacy
of design products using individuas
or groups other than those who
performed the work.

(5) Veify or vaidate work before
gpprova and implementation of the
design.

The NQA- 1 requirements satisfy
these eements of the DOE
Criterion.

Part I, 2.7, 401 & 402
Part 1V, 4.1, 401 & 402

ANS-10.4
IAEATR397,32& 34

|EEE 1012-1998 &
1012a-1998

Criterion 7 -
Per for mance/Pr ocur ement

NOA Reguirements4 and 7
The NQA- 1 requirements meset the
DOE Criterion.

(1) Procure items and services that
meet established requirements and

perform as specified.

(2) Evauate and select prospective
suppliers on the basis of specified
criteria

(3) Edtablish and implement
processes to ensure that approved
suppliers continue to provide
acceptable items and services.

The NQA- 1 requirements satisfy
these dements of the DOE
Criterion.

Part |1, 2.7, 300
Part 1V, 4.1, 300

IAEA TR 397, 3.3

Criterion 8 -
Per for mance/l ngpection and
Acceptance Testing

NOA Requirements 8, 10, 11,
and 12

The NQA- 1 requirements meet the
DOE criterion.
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

(1) Inspect and test specified items, | The NQA-1 requirementssatisfy | Part11,2.7,404
services, and processes using these dements of the DOE Part IV, 4.1, 404
established acceptance and Criterion. ANS-10.4
performance criteria.
IAEA TR 397,34
(2) Cdlibrate and maintain |EEE 1008
equipment used for ingpections and
tedsts.
Criterion 9 - NQA Requirement 2 and 18
Assessment/M anagement The NQA- 1 requirements partialy
Assessment meet the DOE Criterion, as noted
Ensure managers assess their While NQA-1, Requirement 2, 100 Part1l,2.7, 202
management processes and identify | Basic, requires management to Part 1V, 4.1, 202
and correct problems that hinder the | regularly assess the adequacy and IAEA TR 397 4.1
organization from achieving its effective implementation of the T
|EEE 1028-1997

objectives.

qudlity assurance, the DOE
Criterion is broader in scope and
intent.

While audits per Reqg. 18 of
NQA provide an input to
this requirement, aDOE
QAP will need to dign with
the intent, focus and
concepts described in DOE
Guide, G 414.1-1A,
Management Assessment
and Independent
Assessment Requirements
of 10 CFR 830.120 and
DOE- 0-414.1 Quality
Assurance, in order to
meet the DOE Criterion.

Criterion 10 - Assessment
/Independent Assessment

NOA Requirements 1, 2, 10, 11,
15, 16, and 18
The NQA- 1 requirements meset the
DOE Ciriterion.
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TABLE 400

10 CFR 830 Subpart A, dated January 10, 2001
§830.122 Qudity Assurance Criteria

(1) Plan and conduct independent
assessments to measure item and
sarvice qudity, to measure the
adequacy of work performance, and
to promote improvement.

(2) Egtablish sufficient authority, and
freedom from line management, for
the group performing independent
assessments.

(3) Ensure persons who perform
independent assessments are
technicdly qudified and
knowledgesble in the areas to be
assessed.

DOE defines assessment asa
generd term that includes avariety
of evauation methods (i.e;
reviewing, evaudting, ingpecting,
testing, checking, survelllance,
auditing or otherwise determining
and documenting). Assuch, severd
NQA-1 requirements may be
necessary to addressthe various
DOE independent assessment
methods. These activitieswhen
combined with the NQA corrective
action requirement have the intent of
the DOE Ciriterion, to “promote
improvement”.

IAEA TR 397, 4.2

Assessment asa DOE
activity for aDOE QAP
will need to dign with the
intent, focus and concepts
described in DOE G-
414.1-1A, Management
Assessment and
Independent Assessment
Requirements of 10 CFR
830.120 and DOE- O-
414.1 Quality Assurance.
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Attachment 2.

Standar ds Applicable to Softwar e Quality

American Nuclear Society

ANSI/ANS-10.4-1987 (R1998), Guidelines for the Verification and Validation of Scientific and
Engineering Computer Programs for the Nuclear Industry,.

American Society for Quality

ANSI/ASQC E4-1994, Quality Systems for Environmental Data and Technology Programs -
Requirements with Guidance for Use and latest draft revision

American Society of M echanical Engineers (ASM E)

ASME NQA-3-1989, Quality Assurance Program Requirements for the Collection of Scientific and
Technicad Information for Site Characterization of High-Level Nuclear Waste Repositories.

ASME NQA-1-1997, Quality Assurance Requirements for Nuclear Facility Applications.

ASME NQA-1a-1999, Addendato ASME NQA-1-1997 Edition, Quality Assurance Requirements
for Nuclear Facility Applications.

ASME NQA-1-2000, Quality Assurance Requirements for Nuclear Facility Applications.

Center for Chemical Process Safety

CCPS, Guidelines for Use of Vapor Cloud Dispersion Models, Second Edition, Center for
Chemical Process Safety, American Inditute of Chemical Engineers, New York, NY,, (1996).

Code of Federal Regulations

10 CFR Part 50, Appendix B, Quality Assurance Criteria for Nuclear Power Plants and Fuel
Reprocessing Plants.

10 CFR 63 Disposal of High-Level Radioactive Wastes in a Geologic Repository at Yucca
Mountain, Nevada.

10 CFR Part 70, Domestic Licensing of Special Nuclear Material.
10 CFR 830, Nuclear Safety Management.

Department of Defense (DoD)
DoD Modding and Smulation (M&S) Management, Directive 5000.59
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Modeling and Smulation (M&S) Verificaion, Validation, and Accreditation (VV&A), DoD Directive
5000.61

Related guidance document, “Verification, Validation and Accreditation (VV&A) Recommended
Practices Guide’.

Attachment 2 2



Department of Energy (DOE) (Latest revison)

DOE O 200.1 Information Management

DOE O 414.1A, Quaity Assurance

DOE G 200.1-1, Software Engineering Methodology

DOE G 414.1-2, Quaity Assurance Management System Guide

DOE-RW-0333P, Qudity Assurance Requirements and Description for the Civilian Radioactive
Waste Management Program

Ingtitute of Electrical and Electronics Engineers (I EEE)

iEEE Standard 610.12-1990, |IEEE Standard Glossary of Software Engineering Terminology.
|[EEE Standard 730-2002, |EEE Standard for Software Quality Assurance Plans

|EEE Standard 828-1998, |EEE Standard for Software Configuration Management Plans
|EEE Standard. 829-1998, |EEE Standard for Software Test Documentation.

|EEE Standard 830-1998, Software Requirements Specifications

|EEE Standard 1008-1987(R1993), Software Unit Testing

|EEE Standard 1012-1998, |EEE Standard for Software Verification and Validation

|EEE Standard 1012a-1998, |EEE Sandard for Software Verification and Validation —
Supplement to 1012

|[EEE Standard 1028-1997, IEEE Sandard for Software Reviews

|EEE Standard 1063-1987(R1993), IEEE Standard for Software User Documentation
|EEE Standard 1074-1991, |EEE Standard for Devel oping Software Life Cycle Processes
|[EEE Standard 1228-1994, |IEEE Standard for Software Safety Plans

IEEE/EIA Standard 12207.01996, Industry Implementation of International Sandard |SO/IEC
12207 Standard for Information Technology — Software Life Cycle Processes

|[EEE/EIA Standard 12207.1-1997, Industry I mplementation of International Standard 1SO.1EC
12207 Standard for Information Technology — Software Life Cycle Processes — Life Cycle Data

|[EEE/EIA Standard 12207.2-1997, Industry Implementation of International Standard ISO.IEC
12207 Standard for Information Technology — Software Life Cycle Processes — | mplementation
Considerations.
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I nternational Atomic Energy Agency (IAEA)

IAEA Safety Guide (SG) Series No. NS-G-1.1,Software for Computer Based Systems Important to
Safety in Nuclear Power Plants, Vienna (2000)

| AEA Technicd Reports (TR) Series No. 397, Quality Assurance for Software Important to Safety
Vienna (2000).

IAEA, TECDOC Series No. 1066, Specification of Requirements for Upgrades Using Digita
Instrument and Control Systems, Vienna (1999).

|AEA Safety Series No. 50-C/SG-Q, Quality Assurance for Safety in Nuclear Power Plants and other
Nuclear Ingallations, Code and Safety Guides Q1-Q14, , IAEA, Vienna (1996).

|AEA TR Series No. 282, Manua on Qudity Assurance for Computer Software Related to the Safety
of Nuclear Power Plants, , IAEA, Vienna (1988).

|AEA TR Series No. 384, Verification and Validation of Software Related to Nuclear Power Plant
Instrumentation and Contral, , IAEA, Vienna (1999).

IAEA SG No. 50-SG-D3, Protection Systems and Related and Related Systems. (1984)

IAEA SG Series No. 50-SG-D8, Safety-Reated Instrumentation and Control Systems. (1984)

| nter national Electrotechnical Commission (I1EC)
IEC 60880, Software for Computers in Safety Systems of Nuclear Power Plants, Geneva (1986).

IEC 60987, Programmed Digital Computers Important to Safety for Nuclear Power Stations, Geneva
(1989).

IEC 61226, Nuclear Power Plants — Instrumentation and Control Systems Important for Safety —
Classification, Geneva (1993).

IEC 9126, Information Technology - Software Product Evauation — Quality Characterigtics and
Guiddinesfor Thar Use, Geneva (1991).

IEC 12207, Information Technology — Software Life- Cycle Processes, Geneva (1995).

International Organization for Standar dization (1 SO)

SO 9001-2000, Quality management systems — Requirements

SO 9000-3, 1S0 Quality management and quality assurance standards - Part 3: Guidelines for
the application of 1SO 9001:1994 to the devel opment, supply, installation and maintenance of
computer software

National Aeronautics and Space Administration
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NASA Software Assurance Standard, NASA-STD-2201-93.

Other International Documents

EUROPEAN COMMISSION, European Nuclear Regulators Current Requirements and
Practices for the Licensing of Safety Critical Software for Nuclear Regulators,

Rep. EUR 18158 EN, Office for Officia Publications of the European Communities,
Luxembourg (1998).

ATOMIC ENERGY CONTROL BOARD, CANADA; DIRECTION DE LA SURETE
DESINSTALLATIONS NUCLEAIRES, INSTITUT DE PROTECTION ET DE
SURETE NUCLEAIRE, FRANCE; NUCLEAR INSTALLATIONS INSPECTORATE,
UNITED KINGDOM; NUCLEAR REGULATORY COMMISSION, UNITED
STATES OF AMERICA, Four Party Regulatory Consensus Report on the Safety Case
for Computer-Based Systems in Nuclear Power Plants, HM SO, Norwich (1997).
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